
 

 

NDTA-USTRANSCOM Fall Meeting/Transportation Academy 5-8 October 2020 

Course Title: CyberSecurity Maturity Model Certification 

Abstract:  12-15 lines describing the course.  The abstract should accurately describe the course content and 

allow each participant to determine if the course content and level are appropriate for him or her. 

 
Transportation companies doing business with the U.S. Department of Defense (DOD) now have to 
address both historical security requirements across their contract base as well as new DOD 
cybersecurity and supply chain security requirements. Global cybersecurity threats against those in 
the defense critical infrastructure sector are growing and there are two main compliance issues 
dominating the discussion of doing business with the federal government this fall: DoD’s 
Cybersecurity Maturity Model Certification (“CMMC”) Program and the implementation of P.L. 115-
232, the FY 19 NDAA Section 889 which bans products made by certain Chinese manufacturers from 
the U. S. supply chain.  These regulations now sit on top of new and emerging cybersecurity and 
supply chain regulations applicable to the transportation sector. 
 
This course will identify these requirements and explain how they interact. It will also supply practical 
compliance tips and best practices.  The course will cover changes by DOD across all modes of 
transportation sectors for cyber risks, regulatory actions impacting the transportation sector, changes 
to the FAR/DFARS and pending Congressional changes that will impact the industry.  
 

Organization:  Instructor’s Organization  Holland & Knight and Van Scoyoc Associates  

Website:  Organization Website  www.hklaw.com and https://www.vsadc.com/ 
 

Instructor(s):  Mary Beth Bosco/Holland & Knight and Norma Krayem/Van Scoyoc 

Associates  

Bio should fit in this space.  For panels or classes with more than one instructor, 

additional space may be used.  Include a photo of each instructor. 

Mary Beth Bosco is a partner in Holland & Knight's Government Contracts 
Group.  Washington, D.C., office. She has more than 30 years of experience 
working with new and experienced government contractors and focuses her 
practice on advising such organizations in contract and regulatory compliance, 
transactional matters, and entering and navigating the federal marketplace. 

 

A substantial portion of Ms. Bosco's practice focuses on compliance matters and transactional work. 
With a background in regulatory matters and litigation, Ms. Bosco counsels clients on the drafting of 
procurement manuals, and the development and implementation of compliance and training 
programs. In this connection, she has performed numerous audits of contractor compliance systems 
and policies, including cybersecurity and supply chain policies and procedures. 

Ms. Bosco represents companies, financial institutions and investment funds in connection with 
acquisitions, investments and credit facilities involving government contractors.  As part of her due 
diligence practice, she has reviewed numerous cybersecurity and supply chain policies, practices, 
and overall compliance with the federal government’s regulations in these areas. 

Ms. Bosco has led the response and defense of complex concurrent agency and congressional 
investigations. She has also advised clients in investigations involving Inspectors General and the 
U.S. Department of Justice with respect to the False Claims Act, other fraud investigations and 
whistleblower actions. She has handled voluntary disclosures for clients, and responded to 

 

http://www.hklaw.com/
https://www.vsadc.com/


 

 

 

government audits, including those by the Defense Contract Audit Agency, for both contractors and 
grant recipients.  

 Norma M. Krayem is a recognized global expert in the field of cybersecurity and serves 

as Vice President and Chair of Van Scoyoc Associates Cybersecurity, Privacy and Digital Innovation Practice 

Group. She brings over 20 years of global policy experience and created one of the first ever cybersecurity 

practices in an AmLaw 100 firm 15 years ago and works with owners and operators of critical infrastructure on 

cyber risk.  She previously held executive positions in the U.S. Departments of State, Commerce, Transportation 

and was a consultant at the Federal Emergency Management Agency (FEMA.)   

Ms. Krayem served as the Deputy Chief of Staff at the U.S. Department of Transportation (DOT) as well as the 

Deputy Administrator (Acting) of the Federal Railroad Administration and understands how the transportation 

and defense sectors need to address national security and cybersecurity risk in the face of ongoing threats.  Prior 

to that, Ms. Krayem worked on G7 issues serving as the Director of Special Projects at the U.S. Department of 

State; held various senior positions at the U.S. Department of Commerce, within both the Office of the Secretary 

and the International Trade Administration and as a consultant at FEMA focusing on all-hazards issues.  

Ms. Krayem uniquely understands the intricacies of addressing cyber and physical risk in the transportation and 

defense sectors from her time in the government and out working with the private sector. Transportation entities 

that operate in the defense sector have longstanding and unique security requirements on them and with the 

advent of cyber risk, supply chain and new FAR and DFARS requirements, understanding those issues is critical 

helping companies succeed.  

She has extensive experience dealing with a national security issues, including global cybersecurity risks from 

nation states; port, cargo and supply chain security; border security; biometric programs and more. She is a 

veteran of more than 100 bilateral and multilateral trade and transportation negotiations from her tenure in 

government and understands the global trade world in a unique way. Ms. Krayem specializes in supply chain 

security issues across the Executive Branch cybersecurity polices and regulations including the DOD’s CMMC 

effort; DHS’ cybersecurity supply chain issues;  CFIUS; export controls issues etc. as well as on how Congress 

views the myriad of cybersecurity risks.  

 

Session POC: Norma Krayem, Van Scoyoc Associates 202-815-2331 nkrayem@vsadc.com and Mary Beth 

Bosco, Holland & Knight  MaryBeth.Bosco@hklaw.com 

NDTA Transportation Academy Coordinator:  Irvin “Irv” Varkonyi, NDTA HQ  

ivarkonyi@ndtahq.com // 703-863-9686 // Skype – Ivarkonyi // Fairfax, VA 

DoD Transportation Academy Coordinator:  Tim Ringdahl, USTRANSCOM 

timothy.p.ringdahl.ctr@mail.mil // 618-220-4126 // Scott AFB, IL 
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