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Abstract:  In this session the panelists will discuss improving the cyber resiliency of commercial ground 

vehicles used for critical military missions. 

 

The Department of Defense has instituted a “Call to Action” against the current and emerging future cyber 

security threats to both platforms and operations. USTRANSCOM’s cyberspace Mission Assurance programs 

seeks to prevent an adversary from disrupting or denying movement within the distribution network placing the 

nation’s strategic objectives at greater risk. Together USTRANSCOM and its commercial ground vehicle fleet 

partners have been exploring pathways to ensure that commercial and military vehicles, back office systems, and 

telematics can be resilient against cyber threats and ransomware attacks. 

This session will include six panelists to overview the new USTRANSCOM policies, emerging threat vectors and 

vulnerabilities, vehicle and NIST standards, future cyber security requirements, new cybersecurity technologies 

for transportation systems, and cybersecurity experience from other DoD systems.  

 An objective of this session is to generate fleet carrier perspectives and Q&A on the challenge of maintaining 

legacy telematics and using multiple platforms, privacy issues, as well as leveraging the leveraging new 

cybersecurity technologies to meet the emerging threats.  This objective includes identifying the current gaps, 

barriers, costs and workforce issues.  

In this workshop session the participant will gain an understanding of the impact of cybersecurity challenges 

facing the for-hire trucking industry structure in the United States, the potential areas where carrier cost 

structures could be challenged, and emerging technologies for the main segments of truckload and less-than 

truckload services. Implications for procurements will be discussed in conjunction with demand patterns and a 

total cost of ownership perspective with a focus on joint costs. 

 

 

Organization:  IQMRI 

Website:   https://www.iqmri.org/ 

about:blank


 

      Robert Brisson (Moderator) 

Mr. Brisson, a member of the Senior Executive Service, is the Deputy Director of Operations, U.S. 

Transportation Command, Scott Air Force Base, Illinois.  Mr. Brisson’s USTRANSCOM responsibilities 

include: air, land and sea transportation for the Department of Defense, ultimately delivering national objectives 

on behalf of the President and Secretary of Defense.  He has served in numerous supervisory and leadership 

positions, to include commander of the 60th Operations Support Squadron, Travis Air Force Base, California, 

and commander of the 447th Expeditionary Operations Support Squadron, Baghdad, Iraq.  Mr. Brisson’s 

previous USTRANSCOM experience includes military deputy director, J6, Chief, Operations Division, J3 and 

Chief, Support Division, J3. In his most recent active duty assignment, he was the Chief of the Strategic 

Planning Division at Headquarters Air Mobility Command. 

 

 

 

    Wayne Carson 
 

Mr. Wayne “Jake” Carson, is the Chief, Mission Assurance Program Branch, U.S. Transportation Command, 

Mission Assurance Division, Operations Directorate, Scott AFB, Illinois.  Retiring from the Marine Corps as an 

Engineer Officer, Jake executed deployments and operations world-wide before serving as a Regional Manager 

at US Road and Rail Services for 7 years responsible for, DOT Compliance, AAR heavy freight car repair, short 

line railroad services and intermodal services for several Class 1 Railroads.  Joining USTRANSCOM in 2006, 

Jake’s responsibilities include synchronizing multiple risk management activities to include Defense Critical 

Infrastructure and Operational Cyberspace Risk supporting DOD Transportation requirements worldwide.  Jake 

is also involved in a family owned small business for – hire trucking and towing company. 

 

 

 

 

  Chester Macaig  
 

 

Mr. Macaig is the Director of Cyber Technologies within the Office of the Under Secretary of Defense 

(OUSD(R&E). In this role he is responsible for growing collaboration and alignment within the DoD's 

$500M/yr Cyber Science and Technology portfolio.  Prior to his OUSD assignment, Mr. Macaig led the Cyber 

Operations Branch at AFRL (Rome) where his teams developed and transitioned cyber security technology into 



DoD systems. His background includes the development of cyber vulnerability assessment teams, development 

of computer forensic techniques and outreach into commercial technology for DoD applications. Mr. Maciag is 

an award-winning adjunct professor and has taught over 55 courses in Cyber Operations, Cyber Intelligence, 

Information Security, and Cyber Foundations. He has served on the academic advisory board for the Economic 

Crime Institute. 

 

 

 

 

 

 

 

     Guy Rini  

Mr. Rini has several decades of progressive accomplishment in the development of heavy-duty vehicle 

electronics and maintenance systems.  Mr. Rini’s experience includes: Development Engineer of first- and 

second-generation ABS and Cruise Control (Bendix), Chief Engr. and Director of Engine and Vehicle Controls 

(Mack Trucks), Director of Powertrain Engineering including automatic and automated transmissions 

(Mack/Volvo), Director of Advance Propulsion System (Volvo). He is extensively engaged with ATA, TMC 

and SAE activities with fleets and technology development. Mr. Rini founded GTR Development in 2009, 

Innovative research and development consistent with industry goals for energy, security, safety, and efficiency, 

with extensive focus is on Condition Based Maintenance (CBM).  Since 2015 Mr. Rini has been increasingly 

involved in the vehicle cybersecurity issues associated with heavy duty vehicles.  He is currently consulting with 

IQM Research Institute, assigned to OUSD project to improve cyber resiliency of ground vehicles with critical 

military missions.  

 

 

  Meg Novacek  
Mrs. Novacek work experience includes 28 years with Chrysler / DaimlerChrysler / Fiat Chrysler 

Automobiles Former Director.  Her experience also includes: Engine and Transmission calibration for all 

Chrysler Group Vehicles, Vehicle Reliability and Durability, Embedded System Software Assurance. Mrs. 

Novacek stood-up the FCA Global Vehicle Cybersecurity organization to include vehicle hardware, telematics 

and associated system software. She has participated in SAE, ISO and IEEE standards development. Mrs. 

Novacek is currently consulting with IQM Research Institute, assigned to OUSD project to improve cyber 

resiliency of ground vehicles with critical military missions.  

 

 



 

   Marc D. Boyle 

 

Mr. Boyle is President and CEO of Boyle Transportation, a motor carrier that specializes in the transportation of 

security-sensitive and high value materials for customers in life sciences, defense and energy. Marc has over 25 

years of leadership experience in transportation and supply chain management. He recently chaired the Safety 

Policy Committee of the American Trucking Associations. Marc frequently consults with government agencies 

and commercial industry on the application of safety and security technology to freight transportation. Marc is 

also a member of the Young Presidents’ Organization. Prior to joining the company, he was a management 

consultant with McKinsey & Company where he advised clients on strategy, operational effectiveness and 

supply chain management. Mr. Boyle holds a Master of Engineering in logistics and supply chain management 

from M.I.T. and a BA from Middlebury College.  

 

 

Mr. Jaczkowski is an electrical engineer at the U. S. Army's Detroit Arsenal – Combat Capabilities Development Command Ground Vehicle 

Systems Center in Warren, MI with thirty-two years of Government service.  He currently serves as Associate Director for Ground Systems Cyber 

Engineering charged with adaptively securing joint service ground vehicles by engineering resilient cyber solutions.  From 2015-2017, he served 

as Assistant Chief of Staff of TARDEC’s External Business Office responsible for creating strategic opportunities between TARDEC and the 

public, private, and international sectors.  From 2008 through 2014, he served as the Deputy Project Manager for the Robotic Systems Joint 

Project Office (RS JPO) under the Program Executive Office for Ground Combat Systems (PEO-GCS).  He was responsible for developing, 

acquiring, fielding and sustaining ground robotics for the Army and Marine Corps.  Since 1992, his area of technical expertise focused on 

unmanned systems and intelligent automation technology application to Army ground vehicles.  He earned his Bachelor of Science degree in 

electrical engineering from GMI Engineering and Management Institute, Flint, MI (1993), his Master of Science degree in engineering management 

from Oakland University, Rochester, MI (1996) and was appointed to the Army Acquisition Corps in 2003.  Mr. Jaczkowski earned his Certified 

Authorization Professional (CAP) in 2018, completed the Program Manager’s Course (PMT 401) at the Defense Acquisition Univers ity in October 

2010, the Advanced Acquisition Program at the Naval Postgraduate School in 2007 and is Level III certified in Program Management.   
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