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AGENDA - NO-COST TODLS & SERVICES FIRESIDE CHAT

TOGETHER, WE DELIVER.

* Opening Remarks
« USTRANSCOM Cyber Analysis & Engagement Branch

* Member Introductions

* Cybersecurity & Infrastructure Security Agency (CISA)

* Federal Bureau of Investigation (FBI)

* United States Coast Guard Cyber Command (CGCYBER)
* Questions & Answers

Together We Deliver Cyber Discipline and Vigilance



« Vision: Elevate the cyber discipline and vigilance of industry partners
Mission:
* Collaborate with industry partners to ensure cybersecurity compliance and
encourage a culture of resilience
 Ensure cybersecurity requirements are included in contracts

 Engage with Directorates, DoD organizations, Government Agencies, and industry
partners to both establish and sustain cybersecurity information sharing
relationships that drive cyber domain mission assurance

Information Sharing Opportunities:

« Join Our Community of Interest (CQOI) on the Homeland Security Information
Network (HSIN)

» Subscribe to our Cybersecurity Pulse Newsletter

« Email TRANSCOM J6-XA Mailbox (transcom.scott.tcj6.mbx.xa@mail.mil) to join
one or both

Together We Deliver Cyber Discipline and Vigilance

TOGETHER, WE DELIVER.

CYBERSECURITY PULSE NEWSLETTER

Defense Contractors to Pay $8.4 Million Over Charges of Volume 3, Issue 10
Failing to Meet Federal Cyber Standards 16 May 2025
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TOGETHER, WE DELIVER.

Cybersecurity and Infrastructure Security Agency (CISA)

CISA leads the national effort to understand, manage, and reduce risk to the cyber and physical infrastructure that
Americans rely on every hour of every day.

No-Cost CISA Cybersecurity Resources Available

* Preparedness Resources
* Cybersecurity Assessments
* Cybersecurity Training and Awareness
* Cyber Exercises and “Playbooks”
* Cybersecurity Advisories and Alerts
* Known Exploited Vulnerabilities (KEV) Catalog
* Cybersecurity Performance Goals (CPGs)
* Information Products and Recommended Practices

* Cybersecurity Advisors & State Coordinators

* Advisory Assistance & Cyber Protective Visits

* Cybersecurity Assessments and Workshops

* Entity Notifications and Incident Response Coordination
* CISA Response Assistance

» 24/7 Response assistance and malware analysis

* Incident Coordination

* Threat intelligence and information sharing

To Report a Cyber Incident to CISA:

Call 1-888-282-0870 Email report@cisa.gov Visit https://www.cisa.gov

Together We Deliver Cyber Discipline and Vigilance




* Introduction to DSAC, Private Sector Partnerships, InfraGard, Systematically
Important Partners (SIPs), Maritime Liaison Agents, and other roles

* FBI's role as a criminal investigative agency (‘right of boom”)
 We investigate. We don't remediate.

* FBI's national security role (“right AND left of boom”)
* FBI Threat Analytics Collaboration Unit (TACU)
» National Defense Cyber Alliance — https://www.ndcapartners.org/
» Direct Engagement/Log Sharing
 Monitoring of external IP range(s) and domain(s)

* Importance of liaison overall

Together We Deliver Cyber Discipline and Vigilance




COAST GUARD CYBER (CGCYBER)

TOGETHER, WE DELIVER.

Maritime Cyber Readiness Branch:

TLP:CLEAR
U.S. COAST GUARD

MARTIME CYBER BULLETIN « 24/7 Incident Response watch to prevent and respond to cyber-
—— T : related MTS disruptions.
mcB 4: Peoples Republic .°f China - Cyber Espionage . . . .
e * Provides outreach, engagements & information sharing to MTS.
Resources * Operational Planning for Cyber Protection Teams

Background:

Information Sharing Products Include:
* Maritime Cyber Alert (MCA)

+ Marine Safety Information Bulletins
* Annual C-TIME Report

USCG Cyber Protection Teams (CPT)
Based in Washington, DC and Alameda, CA

« Support local COTPs in cyber missions

39 members per team; composed of active duty officers and
enlisted, and civilians

e — « Trained to DOD joint standards and qualifications

Aol « Wide range of industry standard training & certifications

« 8-12+ months of DoD cyber training

https://www.uscg.mil/maritimecyber

Together We Deliver Cyber Discipline and Vigilance



https://www.uscg.mil/maritimecyber

» Assessment

* |dentify vulnerabilities and weaknesses in Critical Infrastructure before
exploitation causes a major incident

» Guidance and recommendations to secure and protect MTS networks

 Provide situational awareness to Coast Guard leadership on cybersecurity risk
posture of U.S. MTS Infrastructure

* Hunt

 Discover yet-undetected adversary on MTS networks before the compromise
impacts critical systems or services

* Analyze malicious tactics, techniques and procedures .
JOINT

* Incident Response CYBERSECUR'TY

+ Advise on mitigation & remediation steps and best practices ADVISO g8 £
+ Forensic analysis to inform mitigation & remediation steps. T ———— ' ; e WHITE p,.jUC{IDA
+ Assistance with integration of FBI, CISA & other agencies. &) A

For more information, contact maritimecyber@uscg.mil

APT Actors Exploiting Newly Identified
Vulnerability in ManageEngine ADSelfService Plus

Together We Deliver Cyber Discipline and Vigilance
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LOAST GUARD 2024 C-TIME

TLP:CLEAR

2024 TRENDS & INSIGHTS
SCORECARD'

=53%

y
¥ é of CPT missions gained
initial access through
Phishing for Information
0
Average cost — 70 /0 !

of all breaches:? of breached = 71(y AP
o $4 88M organizations reported 0 » RN
. that the breach caused year-over-year increase in

CY24 10%1 significant or very cyberattacks that used stolen
significant disruption or compromised credentials

S%, 0, Default Credentials
| B
E ) 73 /O were in use at
- of partners used Managed
W Security Service Providers (MSSPs o 71%
of organizations

=46.9%
success rate when Brute Force @ 190

Cracking Passwords during 2024

Known Exploitable
CPT missions ke o ] Vulnerabilities (KEVs)
. detected across
assessments

B Cyber Events Reported to Coast Guard by District
5 Most Commonly Detected KEVs:

M CVE-2013-3900 (CVSS 7.6)
10 organizations

M CVE-2023-44487 (CVSS 7.5)
8 organizations

B CVE-2024-21338 (CVSS 7.8)
5 organizations

M CVE-2024-21412 (CVSS 8.1)
5 organizations

M CVE-2024-21351 (CVSS 7.6)
5 organizations

TLP:CLEAR

TOGETHER, WE DELIVER.
Key Takeaways:

1. Supply Chain Risks and other observed vulnerabilities exist within
ship-to-shore cranes manufactured in China.

Improved connectivity and the proliferation of networked technology
create new cyber risks for vessels.

Uptick in cyber incidents and CPT missions involving cloud systems
and services.

The most common cybersecurity vulnerabilities observed in 2024 were
similar to those highlighted in previous CTIME reports, however the
baseline cybersecurity posture has improved across the MTS.

Available online at www.uscg.mil/MaritimeCyber ‘ N -
Cyber Trends and In5|ghts in
the Marine Environment
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