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Discussion Points

1. Defining Irregular Warfare and its Link to Logistics

2. What is “AI/ML? 

3. AI/ML as a Double-edged Sword – “Duality/Overreliance”

4. Technology -Access, Exposure, ”Federation” & Agility for 
Decisioning” (e.g. Digital Twining)

5. Adversarial Innovation

6. Tech & Teamwork to Achieve Balance - Integration for Advantage

7. Key Takeaways
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What is Irregular Warfare (and why is it important now)?

• Definition (DoD 2020 IW Annex):“A struggle among state and 
non-state actors to influence populations and affect legitimacy. 
IW includes activities short of traditional war—such as insurgency, 
terrorism, sabotage, cyber operations, and economic disruption.”

• Link to NDTA Providers & Networks—Whether military or 
commercial—are prime targets in IW — because they represent 
the connective tissue of national power. 

• Disruption of logistics = disruption of credibility, deterrence, and 
operational tempo & mission success.
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What is AI? (What Isn’t?)
Artificial Intelligence

Expert Systems Machine Learning

Robotics

Natural 
Language 

Processing

Computer 
Vision Classification 

& Clustering
OptimizationPrediction

Generative

Deep Learning

Human Interaction
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How do we avoid over-reliance on 
technology?

Automation
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What are the key use cases for AI/ML in aligning 
National Defense Logistics for a new environment?
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Adversarial Leverage of Technology in Irregular Warfare

We Use:
- Predictive sustainment
- TPFDD red teaming
- Supply chain optimization

They Use:
- Kill chain mapping
- AI-enabled deception
- Ransomware & double brokering

Security:
- Preventing unauthorized access
- Guarding against theft, sabotage
- Focus: Prevention

Protection:
- Building resilience
- Absorbing and recovering from 
attack
- Focus: Continuity of operations

We Talk: They Talk:
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Tech & Teamwork to Achieve Balance

P

D
MS/SS Cap

Where: 
D = Demand  MS/SS = Mindset/Skill Set
P = Plan  Cap = Capacity

Keep in mind:
• Technology can help us to sense, think 

and respond faster to imbalances.
• Enablers can drive momentum—or derail 

the mission. 
• Long boards are difficult to balance, 

and prone to snap and break.

Adapted from:  Martin Christopher

D
eploym

ent C
ontinuity/R

eliability
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Key Takeaways
• Irregular Warfare is not theoretical — it’s the environment we live in daily. Logistics, transportation, 
and access are the terrain on which it’s fought. It is basis of Contested Logistics

•Industry is indispensable – Commercial partners are not just enablers but frontline players in irregular 
warfare sustainment and protection.

•AI will be decisive – Both as a planning tool (predictive sustainment, red teaming) and as an adversarial threat 
vector (AI-enabled deception, targeting).

•Access equals vulnerability – Global supply chains, foreign investment near installations, and digital 
exposure create windows for adversary exploitation.

•Resilience requires integration – Success demands synchronized government–industry planning and shared 
visibility across the transportation enterprise.

•Protection vs. Security matters – Preventing threats (security) is not enough; resilience (protection) is 
essential to withstand, recover, and continue operations.

•Cooperation is the center of gravity – Sustained success depends on how well we collaborate across 
government, industry, and allies to outpace adversary adaptation.
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