
Pentagon Pulls the Plug on One of the Military’s Most Troubled Space Programs  

of an entire fleet of some 30 new 

GPS satellites. 

The schedule for OCX extended 

out a decade longer than antici-

pated. RTX finally delivered the 

control system to the Space Force 

last year, but further tests... 

Continue reading at: https://

arstechnica.com/space/2026/04/

pentagon-pulls-the-plug-on-one-

of-the-militarys-most-troubled-

space-programs/ 

The Pentagon has canceled a 

ground control system for the US 

military’s GPS satellite naviga-

tion network after the program’s 

enduring problems “proved 

insurmountable,” the US Space 

Force announced in a press re-

lease Monday. 

The Global Positioning System 

Next-Generation Operational 

Control System, known by the 

acronym OCX, was officially 

canceled by Michael Duffey, the 

Pentagon’s defense acquisition 

executive, on Friday, April 17, 

the Space Force said. 

The decision to terminate the 

OCX program ends a 16-year, 

multibillion-dollar effort to de-

sign, test, and deliver a com-

mand and control system for the 

military’s constellation of GPS 

navigation satellites. The pro-

gram consisted of software to 

handle new signals from the lat-

est generation of GPS satellites, 

GPS III, which started launching 

in 2018, along with two master 

control stations and modifica-

tions to ground monitoring sta-

tions around the world. 

The Pentagon awarded the OCX 

contract to Raytheon, now known 

as RTX Corporation, in 2010, 

with a timetable for completion 

in 2016 at a cost of $3.7 billion. 

Budget projections to finish the 

program grew to nearly $8 bil-

lion, nearly as much as the cost 

ness and strengthen collaboration. 

Invitations to voluntarily participate 

will be sent to USTRANSCOM mari-

time TSPs in the near future. 

Don’t miss this chance to contribute 

to the security of our nation’s critical 

infrastructure.  

For questions or additional infor-

mation, please contact our team at:  

trans-

com.scott.tcj6.mbx.xa@mail.mil 

This September, USTRANSCOM 

will host a specialized tabletop 

exercise in conjunction with 

CISA’s Cyber Storm X event, 

focusing on seaport cybersecu-

rity. Cyber Storm, a biennial 

exercise led by CISA, is de-

signed to test the resilience of 

U.S. critical infrastructure 

against significant cyber inci-

dents. It brings together public 

and private sector partners to 

practice incident response, strategic 

decision-making, and information 

sharing. Learn more about Cyber 

Storm X here:  

www.cisa.gov/resources-tools/

programs/cyber-storm 

USTRANSCOM’s parallel tabletop 

exercise will provide maritime 

Transportation Service Providers 

(TSPs) with a unique opportunity to 

enhance their cybersecurity readi-
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said a suspected Russian testbed satellite 

for the weapon had been in orbit for two 

years. Moscow denied the claims. Count-

less defense experts have noted Russia’s 

use of a nuclear weapon in space would 

be a violation of the long-standing Outer 

Space Treaty.  

Continue reading at: https://

www.defenseone.com/threats/2026/04/

threat-russias-space-nuclear-weapon-

forced-us-prepare-space-command-head-

says/412836/?oref=d1-category-lander-

river 

Russia’s hypothetical use of its alleged 

nuclear anti-satellite capability was the 

focus of U.S. Space Command’s latest tab-

letop wargame, which pushed the U.S. 

government, allies, and dozens of defense 

companies to speculate on the fallout from 

the weapon’s launch. 

Gen. Stephen Whiting, the head of U.S. 

Space Command, told Space Symposium 

attendees Tuesday that 

the reported development of the Russian 

weapon was the subject of the first “Apollo 

Insight” wargame, which concluded last 

month. The classified exercise involved 

Space Command officials and more than 60 

companies that discussed the “worst-case 

scenario” and looked at industry solutions 

“to help prevent such a situation,” according 

to a recent news release. 

“We just concluded our first [exercise] last 

month, and it was an event focused on weap-

ons of mass destruction on orbit—a develop-

ment we do not want to see come to fruition, 

but reporting about Russia’s plans to launch 

such a weapon, and that has forced us to 

prepare.” 

In 2024, President Joe Biden’s administration 

USTRANSCOM DIB TSPs Community of Interest: Join Today for Access to Non -
Publicly Available Threat and Cybersecurity Reports  

A Russian Space Nuke was Focus of US wargame, Space Command says  

The U.S. government has an offensive 

cyber wish list, and the private sector is 

already bidding. Many federal contrac-

tors back the effort, though they still have 

deeper questions about semantics and 

where offense ends and defense begins. 

Terms like “disruption,” “cyber effects” 

and “defensive operations” were flung 

around in discussions at the RSAC Con-

ference in San Francisco last month, one 

of the largest cybersecurity gatherings in 

the world. In discussions during and after 

the conference, Nextgov/FCW sought to 

learn how industry players perceive the 

vision under President Donald Trump to 

punch back harder against cyber adver-

saries, and how those industry leaders 

might contribute to the cause. 

For the past year, industry executives 

and U.S. officials in closed-door meet-

ings have weighed the concept 

of enlisting private sector cyber titans to 

hack for the government, inspired by 

the centuries-old practice of letters of 

marque and reprisal that made waves in 

the old days of naval warfare. But last 

month, National Cyber Director Sean 

Cairncross appeared to pour cold water 

on the concept. 

He told audience members at an event 

that there’s “an enormous amount of…” 

Continue reading at: https://

www.nextgov.com/

cybersecurity/2026/04/us-push-counter

-hackers-draws-industry-deeper-

offensive-cyber-debate/412770/?

oref=ng-topic-lander-river 
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Are you a Defense Industrial Base (DIB) 

Transportation Service Provider (TSP) 

contracted with USTRANSCOM? Enhance 

your situational awareness and strength-

en your partnership with USTRANSCOM 

by joining our dedicated Community of 

Interest (COI) on the Homeland Security 

Information Network (HSIN). 

This COI provides a vital platform for DIB 

TSPs to connect directly with USTRANS-

COM, access privileged threat and cy-

bersecurity reports, and stay informed on 

critical updates tailored specifically to the 

transportation sector. 

Here's what you can expect as a member: 

Non-publicly available Threat and Cyber-

security Intelligence: Access non-public 

threat reports, cybersecurity briefings, 

and sensitive security information within 

HSIN's secure environment. 

Targeted Resources and Best Practices: 

Receive curated content and critical re-

sources specifically developed for DIB TSPs 

supporting USTRANSCOM's mission. 

Direct Engagement Opportunities: Partici-

pate in exclusive briefings, town halls, and 

discussions hosted by USTRANSCOM on 

emerging threats and security topics. 

For more information and to request access, 

please email: 

transcom.scott.tcj6.mbx.xa@mail.mil 
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mon sense regulation; modernize and se-

cure federal government networks; secure 

critical infrastructure; sustain superiority in 

critical and emerging technologies; and 

build cyber talent and capacity.  

Asked about the recent announcement of 

Anthropic’ s Project Glasswing initiative... 

Continue reading at: https://

www.nextgov.com/cybersecurity/2026/04/

expect-more-cybersecurity-executive-

orders-soon-national-cyber-director-

says/412861/?oref=ng-category-lander-

featured-river 

President Donald Trump is expected to 

sign more cybersecurity-focused execu-

tive orders in the near future, following 

the release of his administration’s national 

cyber strategy, National Cyber Director 

Sean Cairncross said Wednesday. 

At the Semafor World Economy forum in 

Washington, D.C., Cairncross said, “I 

think that that's the case, yeah,” when 

asked about the likelihood of more cyber 

executive actions from the president. 

“There’s more coming and we expect that 

it will be relatively soon,” he added, with-

out elaborating. 

The second Trump administration’s na-

tional cyber strategy was unveiled early 

last month, alongside an executive order 

focused on “combating cybercrime, fraud, 

and predatory schemes.” 

Executive orders and possible revisions to 

long-standing cybersecurity laws were 

expected to follow the strategy’s re-

lease, Nextgov/FCW previously reported.  

The strategy’s pillars include goals to re-

shape adversary behavior; promote com-

US has Lost its Maritime Focus, says FMC’s DiBella 

Cyberattacks against critical infrastruc-

ture from groups sympathetic to Iran ap-

pear to be ticking up, as the federal gov-

ernment warns that hackers may exploit 

vulnerabilities. 

Last week, pro-Iranian hacking group 

Ababil of Minab claimed responsibility 

for a March hack on the Los Angeles 

County Metropolitan Transportation Au-

thority, publishing claims on Telegram 

that they said showed them accessing LA 

Metro’s internal systems. The transit 

agency shut down access to some of its 

network after its security team found un-

authorized activity, although officials said 

bus and rail service was unaffected. 

The group's claims may be false. It is an 

“emerging” group “with a limited public 

profile and little verifiable prior activity 

in threat intelligence reporting — making 

any definitive capability or intent assess-

ment premature  at this stage,” said 

a blog post by Tim Miller, field chief tech-

nology officer for public sector at Data-

minr, an artificial intelligence-backed 

platform that helps leaders track events, 

threats and risks in real time. 

Continue reading at: https://

www.defenseone.com/threats/2026/04/

iran-hackers-infrastructure-

cyberattacks/412941/?oref=d1-category-

lander-top-story 

Pro-Iran Hackers Appear to Increase Critical Infrastructure Cyberattacks  
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Not even six months into her term leading 

the maritime regulator, and Federal Mari-

time Chairman Laura DiBella is confronting 

transformational crises from within and 

without. 

“Every every major, shall we say, conflict 

or issue around the world largely incorpo-

rates the maritime space,” DiBella said in 

an interview at FMC headquarters. “We 

are playing either a lead or supportive 

role in nearly everything that is going on 

right now. The Middle East, Strait of Hor-

muz, the situation at the Panama Canal, 

Chinese ship detentions, flags of conven-

ience, issues with Spain … it’s like it’s nev-

er-ending right now. And I don’t get me 

wrong, I appreciate it. I’d rather be busy 

than not and certainly be involved, and try 

to help support any and every which way 

that cargo can move more efficiently — U.S. 

cargo, in particular.” 

DiBella went from FMC nominee to com-

missioner to chairman in just four months, a 

mercurial dash for the avid marathoner. 

She’s been tasked by President Donald 

Trump to lead a federal regulator that, 

along with the Maritime Administration, is 

now squarely in the eye of the global ship-

ping storm.  

Photo credit: Akbar Nemati on Unsplash  

The agency’s priorities have been re-shaped 

by the pandemic supply chain crisis, forcing 

a wider, more global approach. “What is 

taking more of our time, right now, is what’s 

happening abroad than here in the continen-

tal United States,” she said.  

Geopolitics and a changing mindset were at 

the heart of the commission’s latest decision 

when it rejected Maersk’s request, for the 

third time, for special permission to imple-

ment emergency fuel surcharges without… 

Continue reading at: https://

www.freightwaves.com/news/us-has-lost-its-

maritime-focus-says-fmcs-dibella 

Expect More Cybersecurity Executive Orders Soon, National Cyber Director says  
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The intelligence community is reacting to 

the news, according to a person familiar 

with the thinking of multiple IC agencies.  

“They want secure code and to use AI to 

find network vulnerabilities as well,” said 

the person, who, like some others in this 

story, spoke on the condition of anonymity 

to describe sensitive internal delibera-

tions. 

Continue reading at: https://

www.nextgov.com/

cybersecurity/2026/04/anthropics-

glasswing-initiative-raises-questions-us-

cyber-operations/412721/?oref=ng-

category-lander-featured-river 

Anthropic’ s decision to hold back a pow-

erful frontier AI model over cybersecurity 

risks, paired with a new initiative to study 

its effects on global networks, is prompt-

ing discussions about how such tools 

could reshape hacking operations within 

the U.S. intelligence community, and how 

they might be used to identify and exploit 

weaknesses in adversary systems. 

The company unveiled Project Glasswing 

on Tuesday, seeking to help secure criti-

cal software against AI-driven attacks, 

with partners including Amazon Web 

Services, Apple, Cisco, Google, Microsoft 

and others. Those participants will gain 

access to Claude Mythos Preview, an unre-

leased model the company says has al-

ready uncovered thousands of vulnerabili-

ties as Anthropic looks to steer its tools 

toward defensive cybersecurity use. 

“The fallout — for economies, public safe-

ty, and national security — could be se-

vere. Project Glasswing is an urgent at-

tempt to put these capabilities to work for 

defensive purposes,” the AI company said 

in a Tuesday blog. The Mythos Preview 

model “has already found thousands of 

high-severity vulnerabilities, including 

some in every major operating system and 

web browser,” it says. 

The Gentlemen Ransomware Expands with Rapid Affiliate Growth  

The UK’s National Cyber Security Centre 

(NCSC) has shared details of an ongoing 

coordinated plan to improve cyber resili-

ence in the National Health Service 

(NHS). 

Over the past 18 months, government 

and industry organizations have deep-

ened their collaboration to reduce cyber 

risk and improve detection, the agency 

said in a blog post published on 17 April. 

It pointed to several pillars underpinning 

this strategy: 

• Piloting new tools and services 

through the Active Cyber Defence 

(ACD) 2.0 program 

• Enhancing the security of the soft-

ware supply chain 

• Managing vulnerability disclosures 

and sharing threat intelligence 

• Improving visibility to better under-

stand the threat surface and deploy 

“defensive tradecraft” 

• Promoting NCSC tools and services 

including its Early Warning service, 

the Cyber Action Toolkit and the 

Cyber Essentials scheme. 

Continue reading at: https://

www.infosecurity-magazine.com/news/

ncsc-plan-boost-nhs-cyber/ 
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A rapidly expanding ransomware-as-a-

service (RaaS) operation has claimed 

more than 320 victims, with the bulk of 

attacks occurring in early 2026. 

According to researchers at Check Point, 

the group, known as The Gentlemen, has 

gained traction among affiliates and is 

increasingly targeting enterprise environ-

ments using a mix of modular tooling and 

cross-platform payloads. 

First identified in mid-2025, the operation 

promotes its services on underground 

forums and recruits technically skilled 

partners. 

Affiliates are provided with ransomware 

variants written in the Go programming 

language that support Windows, Linux, 

NAS and BSD systems, along with a sepa-

rate ESXi encryptor developed in C. 

The ransomware toolkit includes features 

designed to streamline large-scale intru-

sions. Affiliates can leverage built-in lateral 

movement capabilities, credential reuse 

and Group Policy-based deployment to 

trigger simultaneous encryption across 

domain environments. 

In one observed case, attackers achieved 

domain controller access before deploying 

payloads across multiple systems. The activ-

ity included credential harvesting, remote 

execution via administrative shares and 

widespread reconnaissance. 

The attackers also disabled endpoint protec-

tions and used scheduled tasks, services 

and registry changes to maintain persis-

tence. 

Key capabilities observed in the attacks 

include: 

Continue reading at: https://

www.infosecurity-magazine.com/news/

gentlemen-ransomware-rapid/ 

Photo Credit: Michael Starkie on Unsplash    

Anthropic’ s Glasswing Initiative Raises Questions for US Cyber Operations  

https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.nextgov.com/cybersecurity/2026/04/anthropics-glasswing-initiative-raises-questions-us-cyber-operations/412721/?oref=ng-category-lander-featured-river
https://www.infosecurity-magazine.com/news/ncsc-plan-boost-nhs-cyber/
https://www.infosecurity-magazine.com/news/ncsc-plan-boost-nhs-cyber/
https://www.infosecurity-magazine.com/news/ncsc-plan-boost-nhs-cyber/
https://www.infosecurity-magazine.com/news/gentlemen-ransomware-rapid/
https://www.infosecurity-magazine.com/news/gentlemen-ransomware-rapid/
https://www.infosecurity-magazine.com/news/gentlemen-ransomware-rapid/
https://unsplash.com/photos/a-flag-flying-in-the-wind-on-a-clear-day-4F0sg4IS8UI


Confirmed affected customers were noti-

fied directly and advised to immediately 

rotate credentials and environment varia-

bles, review their account’s activity log and 

environments for suspicious activity, rotate 

Deployment Protection tokens (if used), 

and look for recent unexpected or suspi-

cious looking deployments. 

“Take advantage of the sensitive environ-

ment variables, review their account’s…” 

Continue reading at: https://

www.helpnetsecurity.com/2026/04/20/

vercel-breached/ 

Cloud deployment and hosting platform 

Vercel has suffered a security breach that 

resulted in attackers accessing some of its 

internal systems and compromising Vercel 

credentials of a “limited subset of custom-

ers”.  

“The incident originated with a compro-

mise of Context.ai, a third-party AI tool 

used by a Vercel employee,” the Vercel 

security team explained in a post pub-

lished on Sunday. 

“The attacker used that access to take over 

the employee’s Vercel Google Workspace 

account, which enabled them to gain ac-

cess to some Vercel environments and 

environment variables that were not 

marked as ‘sensitive.'” 

Vercel CEO Guillermo 

Rauch explained it better: “Vercel stores 

all customer environment variables fully 

encrypted at rest. We have numerous 

defense-in-depth mechanisms to protect 

core systems and customer data. We do 

have a capability however to designate 

environment variables as ‘non-

sensitive’. Unfortunately, the attacker got 

further access through their enumera-

tion.” 

Treasury Debuts Effort to Share Cyber Threat Intel with Crypto Firms  

 

  

Two thirds of organizations have suffered 

from a cybersecurity incident related to the 

deployment of AI agents during the last 

year, research by the Cloud Security Alli-

ance (CSA) has warned. 

According to research, conducted along-

side Token Security, unchecked AI 

agents operating on corporate networks 

caused damage including data exposure, 

operational disruption and financial losses. 

The CSA paper, titled Autonomous but Not 

Controlled: AI Agent Incidents Now Com-

mon in Enterprises, published on April 21, 

warned that the majority of organizations 

have no strategy set up around decommis-

sioning AI agents, further putting them at 

risk of cybersecurity incidents. 

According to the report, 68% of respond-

ents claim to have high confidence in the 

visibility of AI agents on their network. 

However, 82% of all respondents said 

they have discovered previously un-

known agents in the past year. 

The most common places for previous-

ly unknown AI agents to be discovered 

were within internal automation environ-

ments and large language model (LLM) 

platforms.  

Continue reading at: https://

www.infosecurity-magazine.com/news/

unchecked-ai-agents-cause/ 

Unchecked AI Agents Cause Cybersecurity Incidents at Two Thirds of Firms  
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The Treasury Department said Thursday it 

will begin sharing cyber threat intelligence 

with cryptocurrency firms following a string 

of incidents in which hackers siphoned off 

millions of dollars in customer funds. 

The department’s Office of Cybersecurity 

and Critical Infrastructure Protec-

tion announced the effort to “provide time-

ly, actionable cybersecurity information to 

eligible U.S. digital asset firms and industry 

organizations, helping them better identify, 

prevent, and respond to cyber threats tar-

geting their customers and networks.” 

Under the program, qualifying U.S. digital 

asset firms and industry groups that meet 

agency criteria will be able to access the 

same threat intelligence the department 

already distributes to traditional financial 

institutions at no cost. 

The move signals Treasury is increasing-

ly treating cryptocurrency firms as part of 

the nation’s core financial infrastructure, 

folding them into existing cyber threat-

sharing channels as officials grow more 

concerned about the scale and sophisti-

cation of attacks targeting the sector. 

“Cyber threats targeting digital asset 

platforms are growing in frequency and so-

phistication,” said Cory Wilson, deputy assis-

tant secretary for cybersecurity at the Treas-

ury Department. “This initiative expands 

access to actionable threat information that 

helps firms strengthen defenses, reduce risk, 

and respond more effectively to incidents.” 

Cryptocurrency is becoming increasingly... 

Continue reading at: https://

www.nextgov.com/cybersecurity/2026/04/

treasury-debuts-effort-share-cyber-threat-

intel-crypto-firms/412756/?oref=ng-category

-lander-featured-river 

Vercel Breached via Compromised Third-Party AI Tool 
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Additional Resources 

The United States Transportation Com-

mand (USTRANSCOM) is one of the eleven unified com-

mands of the United States Department of Defense. In both 

times of peace and war, USTRANSCOM's role is to provide 

the Department of Defense with air, land, and sea trans-

portation. USTRANSCOM was founded in 1987 and is 

based at Scott Air Force Base in Illinois. 

USTRANSCOM provides support to the ten other U.S. com-

batant commands, the military services, defense agencies 

and other government organizations. 

Our Mission: 

USTRANSCOM conducts globally integrated mobility op-

erations, leads the broader Joint Deployment and Distribu-

tion Enterprise, and provides enabling capabilities in or-

der to project and sustain the Joint Force in support of na-

tional objectives. 

DoD Cyber Crime Center (DC3) - https://www.dc3.mil/osd.dbcsia@mail.mil 

• Report a Cyber Incident:     https://icf.dib.mil/ 

• Report Malware:     https://ems.dc3on.gov/ 

• Customer Portal:     https://customerportal.dc3.mil/ 
 
Cybersecurity & Infrastructure Agency (CISA) - https://www.cisa.gov/ 

• Free Cybersecurity Service and Tools:     https://www.cisa.gov/free-Cybersecurity-services-and-tools  

• Known Exploited Vulnerabilities Catalog:     https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

• Stop Ransomware Resource Site:     https://www.cisa.gov/stopransomware/resources  

• Resources and Services:     https://www.cisa.gov/resources-tools/services  
 
NSA’s Cybersecurity Collaboration Center - https:www.nsa.gov 

• Central Security Service Cybersecurity:     https://www.nsa.gov/About/Cybersecurity-Collaboration-Center/ 
 
Center for Development of Security Excellence (CDSE) - https://www.cdse.edu 

• CDSE: Training:     https://www.cdse.edu/Training/ 

• Security Awareness HUB:     https://securityawareness.usalearning.gov/ 
 
Coast Guard Maritime Industry Resource website - https://www.uscg.mil/MaritimeCyber/ 

• U.S. Coast Guard Cyber Protection Team:     https://www.uscg.mil/Portals/0/CPT%20One%20Pager.pdf  

• U.S. Coast Guard Cyber Command Flagship Product: https://www.uscg.mil/Portals/0/Images/cyber/CGCYBER%202024%20CTIME.pdf?
ver=AgbTrQoh4Fs91HUmdhd_xA%3d%3d&timestamp=1747657640065 

 
Supplier Performance Risk System (SPRS) - https://www.sprs.csd.disa.mil/ 

• SPRS Quick Start:     https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf 

• Web Online Training:     https://www.sprs.csd.disa.mil/webtrain.htm 
 
Homeland Security Information Network (HSIN) - https://hsin.dhs.gov/ 
 
National Council of ISACs - https://www.nationalisacs.org/member-isacs-3 
 
Computer Security Resource Center - https://csrc.nist.gov/ 
 
 
 
 


