CYBERSECURITY PULSE NEWSLETTER

White House Accuses China of ‘Deliberate, Industrial-scale Campaigns’ to Steal US

Al Models

The White House Office of Sci-
ence and Technology Policy on
Thursday accused China and
other foreign entities of engag-
ing in “deliberate, industrial-
scale campaigns to distill U.S.
frontier Al systems,” and said
that the Trump administration
will be taking steps to safeguard
domestic artificial intelligence
products.

In a memo sent to federal agen-
cies, the White House office
warned that these distillation
campaigns — in which a deluge
of requests are sent to an Al
model in order to train a
knockoff version of it — are al-
lowing bad actors to steal propri
etary information from U.S. com-
panies.

“Models developed from surrep-

titious, unauthorized distillation
campaigns like this do not repli-
cate the full performance of the
original,” the memo said. “They
do, however, enable foreign
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actors to release products that
appear to perform comparably on
select benchmarks at a fraction of
the cost.”

- Anthropic in Febru-

ary accused three Chinese-based
Al companies — DeepSeek,
Moonshot AI and MiniMax — of
overwhelming its Claude model
with 16 million exchanges from
roughly 24,000 fraudulent ac-
counts.

Those allegations came the same

month that OpenAl sent a letter to
members of the House China Se-
lect Committee that said, in part,
that it had seen evidence
“indicative of ongoing attempts by
DeepSeek to distill frontier...”

Continue reading at: https://

www.nextgov.com/artificial-
intelligence/2026/04/white-house
-accuses-china-deliberate-
industrial-scale-campaigns-steal-
us-ai-models/413083/?oref=ng-

skybox-post

ATTENTION: NDTR Fall Meeting October 26-29 2026

USTRANSCOM Transportation
Service Providers:

The annual Fall Meeting is just
around the corner, and it’s
shaping up to be an exciting
event that cultivates and accel-
erates enthusiasm and energy
across our community. As we
prepare for the 2026 NDTA con-
ference, we are seeking your
input on topics you would like
to see addressed. Your feed-
back is essential in shaping a

program that is relevant and impact-
ful for all participants.

One of this year’s NDTA Academy
Tracks will focus on Government
and Commercial Transportation
Logistics.

USTRANSCOM'’s mission is to pro-
ject, maneuver, and sustain the joint
force globally, synchronizing air,
land, and sea transportation with our
commercial partners. This collabo-
ration is vital to achieving global
mobility at scale and maintaining

operational Assist others in under-
standing our organizations

We invite you to share your topic
suggestions and ideas for the
2026 NDTA conference. Your in-
put will help us create a dynamic
and engaging agenda that ad-
dresses the challenges and op-
portunities facing our industry.

Please send your topic suggestions
to: trans-
com.scott.tcj6.mbx.xa@mail.mil
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Ports Race to Cut Emissions as Global Trade Faces New Disruptions

,, -

Ports underpin global trade, handling
over 80% of goods by volume. But as
pressure mounts to decarbonize, they
face a complex balancing act: reducing
emissions while keeping trade flowing
efficiently and competitively.

That challenge is becoming more urgent
as global supply chains navigate re-
newed uncertainty.

Recent tensions affecting key maritime
chokepoints, including the Strait of Hor-
muz, have highlighted the risks of contin-
ued reliance on fossil fuels in global ship-
ping. Volatility in energy markets and
disruptions to shipping routes are rein-
forcing the case for alternative fuels and
more resilient port infrastructure.

Against this backdrop, UN Trade and
Development (UNCTAD) and the Mari-

time and Port Authority of Singapore
(MPA) have launched a new partnership
to support the transition toward more
sustainable, resilient and inclusive mari-
time transport systems.

“This partnership brings together Singa-
pore’s operational excellence and
UNCTAD'’s global development exper-
tise,” said Pedro Manuel Moreno, Acting
Secretary-General of UNCTAD.

“It will help accelerate a maritime tran-
sition that is not only greener and more
efficient, but also resilient and inclu-
sive—wijile contributing to global dis-
cussions at the UN Global Supply...”
Continue reading at: https://unctad.org/

news/ports-race-cut-emissions-global-
trade-faces-new-disruptions
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Trojan Driver Scam Infiltrates Legitimate Trucking Companies

The Transported Asset Protection Associa-
tion is warning the industry about a new
cargo theft method that does not rely on
fake companies or stolen identities. In-
stead, it works by placing operatives in-
side legitimate trucking companies and
using normal operations to move freight
into position before it is taken. The group
is calling this the “Trojan Driver Scam,”
and it shows how theft is shifting into eve-
ryday activity instead of trying to break
into it.

At a basic level, the approach is direct.
Theft ring operatives get hired as drivers

at real, fully vetted trucking companies. If
they pass the hiring process, they run loads
like any other driver. Nothing stands out
during this stage because the goal is not to
act right away. The goal is to gain access.
Over time, that access puts them in position
to be assigned a high-value load.

How the Trojan Driver model works

Once the right load is assigned, the process
moves to the next step. According to TAPA,
the driver is told to park the loaded truck at
a set location during what looks like a nor-
mal break. During that stop, the driver is not
present and a separate crew removes the

freight. That detail is important because it
makes the situation look like a routine theft,
with the driver appearing to be a victim in-
stead of part of the plan.

From there, the outcome follows a pattern.
The trucking company terminates the driver
for breaking protocol, which is exactly what
would normally happen. In this case, that
step is expected. Once removed, the opera-
tive moves on to another trucking company...

Continue reading at: https://
www.freightwaves.com/news/trojan-driver-

scam-infiltrates-legitimate-trucking-
companies?oly enc id=0339B6786201G9E

USTRANSCOM DIB TSPs Community of Interest: Join Today for Access to Non-

Publicly Available Threat

Are you a Defense Industrial Base (DIB)
Transportation Service Provider (TSP)
contracted with USTRANSCOM? Enhance
your situational awareness and strength-
en your partnership with USTRANSCOM
by joining our dedicated Community of
Interest (COI) on the Homeland Security
Information Network (HSIN).

This COI provides a vital platform for DIB
TSPs to connect directly with USTRANS-
COM, access privileged threat and cy-

and Cybersecurity Reports

bersecurity reports, and stay informed on
critical updates tailored specifically to the
transportation sector.

Here's what you can expect as a member:

Non-publicly available Threat and Cyber-
security Intelligence: Access non-public
threat reports, cybersecurity briefings,
and sensitive security information within
HSIN's secure environment.

Targeted Resources and Best Practices:

Receive curated content and critical re-
sources specifically developed for DIB TSPs
supporting USTRANSCOM's mission.

Direct Engagement Opportunities: Partici-
pate in exclusive briefings, town halls, and
discussions hosted by USTRANSCOM on
emerging threats and security topics.

For more information and to request access,
please email:

transcom.scott.tcj6.mbx.xa@mail.mil
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They Don’t Hack, They Borrow: How Fraudsters Target Credit Unions

Threat actors across underground forums
and chat groups are increasingly crafting
structured fraud methods aimed at ex-
ploiting weaknesses in work processes of
financial institutions. Rather than isolated
or opportunistic scams, these discussions
reflect an organized, process-driven ap-
proach that combines stolen identity da-
ta, social engineering, and knowledge of
financial workflows.

Within these conversations, smaller insti-
tutions, particularly small-sized to mid-
sized credit unions, are often referenced
as more attractive targets due to per-
ceived gaps in verification systems and
limited fraud prevention resources.

What Type of 'C2 on a Sleep Cycle' do They Leave

Flare researchers recently identified a
detailed loan fraud method circulating
within one such underground group, out-
lining how attackers can move through
credit checks, identity verification, and
loan approval processes using stolen
identities while avoiding traditional secu-
rity triggers.

The approach does not rely on exploiting
software vulnerabilities, but instead fo-
cuses on navigating legitimate...

Continue reading at: https://
www.bleepingcomputer.com/news/
security/they-dont-hack-they-borrow-

how-fraudsters-target-credit-unions/

Group Found in Critical Networks in Poland, Asia

In a report shared exclusively with The
Register, TrendAl researchers say the new
group, which they track as Shadow-Earth-
083, targeted government agencies, de-
fense contractors, technology firms, and
the transportation industry. The Chinese
spies typically gain initial access to victim
environments via vulnerable Microsoft
Exchange Servers.

In "multiple" of these intrusions, they com-
promised victim organizations up to 8
months before deploying ShadowPad, a

custom backdoor used by China's
APT41 for almost a decade, and shared
among multiple China-aligned groups
since 2019.

About half of the victims were also compro-
mised by a related group, Shadow-Earth-
054, which exploited the same vulnerabili-
ties and shared identical tool hashes and
overlapping techniques with Shadow-Earth
-053. The 054 group has some network
overlaps with Chinese crews tracked as CL
-STA-0049 by Palo Alto Networks' Unit
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Behind? Novel Chinese Spy

42, REF7707 by Elastic Security Labs, and Earth
Alux.

Tom Kellermann, TrendAI VP of Al security and
threat research, likened the new Chinese
groups to Salt Typhoon and Volt Typhoon.

Salt hacked telecommunica-
tions and government agencies to gain
stealthy, long-term access to victim...

Continue reading at: https://
www.theregister.com/2026/04/30/
chinese spies lurking networks/

Brace for the Patch Tsunami: AI is Unearthing Decades of Buried Code Debt

Britain's cyber agency is warning that Al-
fueled bug hunting is about to flush out
years of buried flaws, leaving defenders
scrambling to keep up.

In a blog post on Friday, Ollie Whitehouse,
CTO of the UK's National Cyber Security
Center, said organizations should brace
for a looming "patch wave," driven by a
backlog of weaknesses now being ex-
posed faster than many teams can realisti-
cally fix them.

"All organizations have 'technical debt'; a
backlog of technical issues — that is both
expensive and time-consuming — as a re-

sult of prioritizing short-term gains over
building resilient products," Whitehouse
wrote.

"Artificial Intelligence, when used by suffi-
ciently-skilled and knowledgeable individ-
uals, is showing the ability to exploit this
technical debt at scale and at pace across
the technology ecosystem," he added. The
result, according to NCSC, is likely to be a
"forced correction" as those weaknesses
are uncovered and addressed in bulk.

That warning lands just as vendors roll out
tools built to do exactly that. Models like
Anthropic' s Claude Mythos and OpenAl's

GPT-5.5-Cyber promise to find and fix bugs

before attackers do, but the same capability
also lowers the barrier to finding them in the
first place.

"We are expecting an influx of updates to
address vulnerabilities across all severities,
and expect a number to be critical,"
Whitehouse wrote.

The cyber agency is urging teams to get
ahead of the incoming flood by shrinking
their exposed footprint. “All organizations...”

Continue reading at: https://
www.theregister.com/2026/05/02/

ncsc brace for patch tsunami/
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IBI Warns of Surge in Hacker-Enabled Cargo Theft

The FBI's warning is not surprising. In
late 2025, cybersecurity firm

Proofpoint reported observing such at-
tacks. At around the same time, the Na-
tional Motor Freight Traffic Association
(NMFTA) warned the logistics and trans-
portation industry that traditional cargo
theft is being rapidly replaced by cyber-
enabled heists.

Cargo theft caused more than $700 mil-
lion in losses in 2025 — a 60% increase
over 2024 — driven by criminal gangs
targeting high-value goods.

According to the FBI, cargo theft enabled
by hackers has been observed since at
least 2024. Threat actors are using fake

emails, phishing sites, malware, and
remote management software to achieve
their goals.

The agency has described a typical at-
tack scenario. It begins with an email
sent to a shipping broker. These emails
often look like routine business requests
or complaints, but they contain links
pointing to malicious websites set up to
serve malware and remote access tools
that give the attackers complete control
over the targeted company’s internal...

Continue reading at: https://
www.securityweek.com/fbi-warns-of-

surge-in-hacker-enabled-cargo-theft/
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Lieu and Obernolte Introduce Consolidated AI Bill Package

Two California lawmakers introduced a
sweeping bill Monday that aims to push
several bipartisan artificial intelligence
regulatory efforts forward via a single
package.

The legislation includes six titles covering
a broad range of Al goals: strengthening
standards, testing and evaluations; build-
ing research infrastructure and spurring
groundbreaking research; modernizing
federal Al governance, procurement and
security; protecting workers and empow-
ering small businesses; safeguarding
Americans and deterring harmful deep-
fakes; and expanding education, literacy

and inclusion.

Reps. Ted Lieu, D-Calif, and Jay Obernolte, R-
Calif., introduced the American Leadership in

Al Act as an amalgamation of over 20 previ-

ous legislative proposals and recommenda-
tions made by the Bipartisan Artificial Intelli-

gence Task Force that tackle aspects of the
U.S. Al regulation and innovation that both
parties have supported.

“The American Leadership in Al Act builds on
the strong bipartisan foundation already laid

by our colleagues, incorporating and advanc-
ing bipartisan legislation previously intro-

duced by Members across the House,” both

lawmakers stated in a press release. “By
unifying these efforts, this package reflects
the thoughtful, consensus-driven work al-
ready underway and translates it into a co-
hesive strategy to strengthen U.S. leadership
in AL”

Lieu and Obernolte led the Bipartisan Al
Task Force that convened during the last...

Continue reading at: https://
www.nextgov.com/artificial-

intelligence/2026/04/lieu-and-obernolte-
introduce-consolidated-ai-bill-

package/413134/?oref=ng-category-lander-
top-story

Italy Extradites Alleged Chinese State-backed Hacker to US over Theft of COVID-

19 Research

A Chinese national accused of hacking
U.S. universities to steal COVID-19 re-
search and carrying out parts of a sweep-
ing cyber espionage campaign earlier in
the decade has been extradited from Italy
to the United States, where he now faces
federal charges tied to the yearslong in-
trusions.

Xu Zewei, 34, was transferred from Milan
over the weekend and appeared Monday
in federal court in Houston on a nine-count
indictment alleging wire fraud, identity
theft and unauthorized access to protected

computers, the Justice Department said.

Authorities allege he was part of a network
of contract hackers operating on behalf of
China’s Ministry of State Security. Xu and co
-conspirators were directed to conduct in-
trusions aimed at stealing sensitive COVID-
19 vaccine, treatment and testing research
from U.S. entities.

Xu was also allegedly involved in intrusions
between 2020 and 2021, including attacks
on U.S. research institutions and exploita-
tion of Microsoft Exchange vulnerabilities
tied to the sprawling HAFNIUM campaign,

which compromised thousands of organizations
worldwide, including roughly 13,000 in the
United States.

The case highlights longstanding concerns
within the U.S. government about China’s use of
private-sector contractors to carry out cyber
espionage. Prosecutors allege Xu worked for...

Continue reading at: https://
www.nextgov.com/cybersecurity/2026/04/italy
-extradites-alleged-chinese-state-backed-
hacker-us-over-theft-covid-19-
research/413144/?oref=ng-topic-lander-top-
story
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Pentagon Makes Agreements with T Companies to Add AI to Classified Networks

The Pentagon announced new agreements
with seven leading artificial intelligence
developers on Friday, with those compa-
nies set to support classified workflows in
military operations.

SpaceX, OpenAl, Google, NVIDIA, Reflec-
tion, Microsoft, and Amazon Web Services
have all been selected to deploy their Al
products in the Department of Defense’s
Impact Level 6 and Impact Level T network
environments, with a specific focus on
streamlining data synthesis, improving
warfighter decision-making and elevating
situational understanding and awareness.

Notably, the press release said these new
contracts are part of the Pentagon’s ongo-

C6CYBER Maritime Cyber

Summary:

Coast Guard Cyber Command (CGCYBER)
is drawing attention to the threat posed by
the INC Ransom group, which has demon-
strated the capability to target the U.S. Ma-
rine Transportation System (MTS) using
sophisticated tactics, techniques and pro-
cedures (TTPs). This threat actor gains ini-
tial access by exploiting unpatched public-
facing applications and through targeted
phishing campaigns. Once a foothold is
established, the threat actor moves lateral-
ly using legitimate network administration
tools, attempting to escalate privileges and

Pro-Iran Crew Turns DDoS

Canonical says its web infrastructure is
under attack after a pro-Iran hacktivist
group instructed its members to target the
open source giant.

"I can confirm that Canonical's web infra-
structure is under a sustained, cross-border
Distributed Denial of Service (DDoS) at-
tack" a Canonical spokesperson told The
Register.

"Our teams are working to restore full
availability to all affected services. We will
provide updates in our official channels as
soon as we are able to."

ing efforts to “build an architecture that
prevents Al vendor lock and ensures long
-term flexibility for the Joint Force” by |
making a diverse range of Al tools availa-
ble for Defense employees.

strategic partners share the conviction
that American leadership in Al is indis-
pensable to national security,” the re-
lease said. “This leadership depends...”

Continue reading at: https://
www.nextgov.com/artificial-

intelligence/2026/05/pentagon-makes-
agreements-7-companies-add-ai-
classified-networks/413264/?oref=ng-
category-lander-top-story
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Alert

disable security controls. Ultimately,
INC Ransom appears to be a financially
motivated group that employs a ‘double
extortion’ model, exfiltrating sensitive
data prior to encryption and demanding
payment for both data decryption and
the non-disclosure of stolen information.

including critical infrastructure, healthcare,
education, and government. While no joint
cybersecurity advisory has been issued for
this specific group, their tactics, tech-
niques, and procedures (TTPs) are well-
documented by government-sponsored
organizations like the CISA-sponsored MI-
TRE ATT&CK framework, which tracks their

Background: o . .
activities under designation G1032.

INC Ransom has been active since at
least mid-2023, compromising organiza-
tions worldwide with a focus on entities
in the United States and Europe. Finan-
cial gain is their primary motivation for
ransomware attacks across industries

Once inside a network, their operational...

Continue reading at: https://
www.forth.news/lists/uscg/
CaYc2uTeNa43RTNLVzna6/documents/

CaYc38unGroU15BjnNnme

into Shakedown as Ubuntu.com Stays Down

Known best for managing the develop-
ment of Ubuntu, the distro's main website
is down at the time of writing, and has

and many of its subdomains, although some,
including its Archive and Discourse pages,
remain up and running.

been for several hours.

313 Team sent a follow-up message to its
The hacktivist group The Islamic Cyber Telegram group, directed at Canonical,
Resistance in Iraq, aka 313 Team claimed

responsibility for the 503 errors Ubuntu's

which indicates the group is veering away
from hacktivism and toward full-on extortion:
website was returning on Thursday even-  “There is a simple way out. We have emailed
ing, announcing via its Telegram channel
that the attack was scheduled to persist

for four hours.

you with our Session Contact ID. If you fail...”

Continue reading at: https://
www.theregister.com/2026/05/01/
canoni-

cal confirms ubuntu infrastructure

More than 12 hours later, the attack con-

tinues to disrupt Ubuntu's main website under/
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The United States Transportation Com-

mand (USTRANSCOM) is one of the eleven unified com-
mands of the United States Department of Defense. In both
times of peace and war, USTRANSCOM's role is to provide
the Department of Defense with air, land, and sea trans-
portation. USTRANSCOM was founded in 1987 and is

based at Scott Air Force Base in Illinois.

USTRANSCOM provides support to the ten other U.S. com-
batant commands, the military services, defense agencies

and other government organizations.
Our Mission:

USTRANSCOM conducts globally integrated mobility op-
erations, leads the broader Joint Deployment and Distribu-
tion Enterprise, and provides enabling capabilities in or-
der to project and sustain the Joint Force in support of na-

tional objectives.

Additional Resources

DoD Cyber Crime Center (DC3) - https://www.dc3.mil/osd.dbcsia@mail.mil

® Report a Cyber Incident: https://icf.dib.mil/
®  Report Malware: https://ems.dc3on.gov/
®  Customer Portal: https://customerportal.dc3.mil/

Cybersecurity & Infrastructure Agency (CISA) - https://www.cisa.gov/

® Free Cybersecurity Service and Tools:  https://www.cisa.gov/free-Cybersecurity-services-and-tools

Known Exploited Vulnerabilities Catalog: https://www.cisa.gov/known-exploited-vulnerabilities-catalog

°
®  Stop Ransomware Resource Site:  https://www.cisa.gov/stopransomware/resources
°

Resources and Services: https://www.cisa.gov/resources-tools/services

NSA’s Cybersecurity Collaboration Center - https:www.nsa.gov

®  Central Security Service Cybersecurity: https://www.nsa.gov/About/Cybersecurity-Collaboration-Center/

Center for Development of Security Excellence (CDSE) - https://www.cdse.edu

® CDSE: Training: https://www.cdse.edu/Training/
®  Security Awareness HUB: https://securityawareness.usalearning.gov/

Coast Guard Maritime Industry Resource website - https://www.uscg.mil/MaritimeCyber/
®  U.S. Coast Guard Cyber Protection Team: https://www.uscg.mil/Portals/0/CPT%200ne%20Pager.pdf
® U.S. Coast Guard Cyber Command Flagship Product: https://www.uscg.mil/Portals/0/Images/cyber/CGCYBER%202024%20CTIME.pdf?

ver=AgbTrQoh4Fs91HUmdhd_xA%3d%3d&timestamp=1747657640065

Supplier Performance Risk System (SPRS) - https://www.sprs.csd.disa.mil/

®  SPRS Quick Start:  https://www.sprs.csd.disa.mil/pdf/NISTSP800-17 1QuickEntryGuide.pdf

®  Web Online Training: https://www.sprs.csd.disa.mil/webtrain.htm
Homeland Security Information Network (HSIN) - https://hsin.dhs.gov/
National Council of ISACs - https://www.nationalisacs.org/member-isacs-3

Computer Security Resource Center - https://csrc.nist.gov/



