
Trump says He and Xi Talked US, Chinese Cyberattacks, Spying 

do.” 

The remarks offer a rare public 

acknowledgment of U.S. clandes-

tine efforts to monitor Chinese 

officials and networks. Intelli-

gence agencies such as the NSA 

and CIA use covert tools... 

Continue reading at: https://

www.defenseone.com/

threats/2026/05/trump-

cyberattacks-spying-

china/413594/?oref=d1-category-

lander-featured-river 

President Donald Trump said on 

Friday that he and Chinese Presi-

dent Xi Jinping discussed 

cyberattacks and espionage ac-

tivities carried out by both na-

tions during their bilateral meet-

ing this week. 

Speaking to reporters aboard Air 

Force One during his return 

flight to the United States, Trump, 

when asked if he raised the top-

ics in their discussions, said, “I 

did. And he talked about attacks 

that we did in China. Y’ know, 

what they do, we do too.” 

“They’re talking about the spy-

ing. Well, we do it too,” he said. 

“We spy like hell on them too.” 

“I told him, ‘We do a lot of stuff to 

you that you don’t know about 

and you’re doing things to us that 

we probably do know about,’” 

Trump added. 

The president didn’t describe 

specific cyber campaigns that 

were discussed. China has made 

waves in recent years for its 

sweeping intrusions in-

to telecommunications systems, 

government agencies and other 

infrastructure in the U.S. and 

around the world. 

U.S. officials say the Volt Typhoon 

group has  burrowed into critical 

infrastructure systems, such as 

power grids and water treatment 

plants, to be able to disrupt or 

sabotage them if China invades 

Taiwan.  

Asked about these intrusions, 

Trump said, “Well, you don’t 

know that. I mean, I’d like to see 

it, but it’s very possible that they 

others in understanding our 

organizations 

We invite you to share your 

topic suggestions and ideas 

for the 2026 NDTA confer-

ence. Your input will help us 

create a dynamic and engag-

ing agenda that addresses the 

challenges and opportunities 

facing our industry. 

Please send your topic sugges-

tions to: trans-

com.scott.tcj6.mbx.xa@mail.mil

USTRANSCOM Transportation Ser-

vice Providers: 

The annual Fall Meeting is just 

around the corner, and it’s shaping 

up to be an exciting event that cul-

tivates and accelerates enthusiasm 

and energy across our community. 

As we prepare for the 2026 NDTA 

conference, we are seeking your 

input on topics you would like to 

see addressed. Your feedback is 

essential in shaping a program that 

is relevant and impactful for all partici-

pants. 

One of this year’s NDTA Academy 

Tracks will focus on Government and 

Commercial Transportation Logistics.  

USTRANSCOM’s mission is to project, 

maneuver, and sustain the joint force 

globally, synchronizing air, land, and 

sea transportation with our commer-

cial partners. This collaboration is vital 

to achieving global mobility at scale 

and maintaining operational Assist 
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Andersen said in a prepared statement. 

Critical infrastructure — like water treatment 

plants, financial institutions and electric grids 

— are a regular target for foreign hackers. 

U.S. officials have assessed for years that Chi-

na is burrowing into non-military critical infra-

structure networks, preparing to sabotage... 

Continue reading at: https://www.route-

fifty.com/cybersecurity/2026/05/cisa-unveils-

ci-fortify-help-secure-critical-infrastructure-

during-conflicts/413355/?oref=rf-category-

lander-river 

The Cybersecurity and Infrastructure Se-

curity Agency announced the release of its 

CI Fortify project on Tuesday, aiming to 

help critical infrastructure owners and 

operators defend themselves against 

hackers and maintain continuity during a 

geopolitical conflict.  

“For planning purposes, operators should 

assume that in a conflict scenario third-

party connections — such as telecommuni-

cations, internet, vendors, service provid-

ers, and upstream dependencies — will be 

unreliable and that threat actors will have 

some access to the [operational technology] 

network,” a webpage describing the initia-

tive says. 

Per guidance, CISA wants critical infrastruc-

ture providers to focus on isolation and re-

covery planning objectives. 

“We strongly encourage organizations to 

review this guidance, implement the recom-

mended actions and collaborate with CISA to 

strengthen CI defenses against opportunistic 

threat actors,” agency acting director Nick 

USTRANSCOM DIB TSPs Community of Interest: Join Today for Access to Non -
Publicly Available Threat and Cybersecurity Reports  

CISA Unveils CI Fortify to Help Secure Critical Infrastructure during Conflicts  

Earlier this month, ShinyHunters 

breached Instructure’s Canvas plat-

form twice within a single week — steal-

ing 3.65 terabytes of data from approxi-

mately 275 million users across more 

than 8,000 institutions. The group de-

faced login pages at hundreds of schools 

during final exam periods, forced Canvas 

offline, and extracted a ransom payment 

before Congress opened a formal inves-

tigation. The attack did not require exotic 

malware or zero-day exploits. Attackers 

entered through compromised “Free-For

-Teacher” accounts, escalated rapidly, 

and exfiltrated sensitive data at scale 

before Instructure could contain them. 

That sequence — entry through weak 

identity controls, rapid lateral movement, 

mass exfiltration, extortion, disruption — 

is now the standard playbook. It will hap-

pen again, unless the priority for security 

and technology leaders becomes reduc-

ing the blast radius of every intrusion 

before it happens. 

Modern organizations have consolidated 

critical operations inside shared SaaS 

platforms, creating enormous concen-

trations of risk in single points of failure. 

When Canvas went down, thousands of 

students could not access coursework, 

faculty lost contact with their classes, 

and administrators scrambled to post-

pone exams. The scale of disruption 

came from how deeply institutions de-

pended on Canvas, not from the vulner-

ability alone.  

That asymmetry is the defining feature 

of SaaS risk in 2026. A single compro-

mised account at a shared platform can 

trigger sector-wide operational failure. 

Continue reading at: https://

cyberscoop.com/canvas-breach-saas-

security-identity-governance-op-ed/ 
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Are you a Defense Industrial Base (DIB) 

Transportation Service Provider (TSP) 

contracted with USTRANSCOM? Enhance 

your situational awareness and strength-

en your partnership with USTRANSCOM 

by joining our dedicated Community of 

Interest (COI) on the Homeland Security 

Information Network (HSIN). 

This COI provides a vital platform for DIB 

TSPs to connect directly with USTRANS-

COM, access privileged threat and cy-

bersecurity reports, and stay informed on 

critical updates tailored specifically to the 

transportation sector. 

Here's what you can expect as a member: 

Non-publicly available Threat and Cyber-

security Intelligence: Access non-public 

threat reports, cybersecurity briefings, 

and sensitive security information within 

HSIN's secure environment. 

Targeted Resources and Best Practices: 

Receive curated content and critical re-

sources specifically developed for DIB TSPs 

supporting USTRANSCOM's mission. 

Direct Engagement Opportunities: Partici-

pate in exclusive briefings, town halls, and 

discussions hosted by USTRANSCOM on 

emerging threats and security topics. 

For more information and to request access, 

please email: 

transcom.scott.tcj6.mbx.xa@mail.mil 

Photo Credit: Instructure Holdings, Inc., Public domain, via Wikimeda Commons 

https://www.route-fifty.com/cybersecurity/2026/05/cisa-unveils-ci-fortify-help-secure-critical-infrastructure-during-conflicts/413355/?oref=rf-category-lander-river
https://www.route-fifty.com/cybersecurity/2026/05/cisa-unveils-ci-fortify-help-secure-critical-infrastructure-during-conflicts/413355/?oref=rf-category-lander-river
https://www.route-fifty.com/cybersecurity/2026/05/cisa-unveils-ci-fortify-help-secure-critical-infrastructure-during-conflicts/413355/?oref=rf-category-lander-river
https://www.route-fifty.com/cybersecurity/2026/05/cisa-unveils-ci-fortify-help-secure-critical-infrastructure-during-conflicts/413355/?oref=rf-category-lander-river
https://www.route-fifty.com/cybersecurity/2026/05/cisa-unveils-ci-fortify-help-secure-critical-infrastructure-during-conflicts/413355/?oref=rf-category-lander-river
https://cyberscoop.com/canvas-breach-saas-security-identity-governance-op-ed/
https://cyberscoop.com/canvas-breach-saas-security-identity-governance-op-ed/
https://cyberscoop.com/canvas-breach-saas-security-identity-governance-op-ed/
mailto:transcom.scott.tcj6.mbx.xa@mail.mil
https://upload.wikimedia.org/wikipedia/commons/6/6a/Canvas_logo2.png?utm_source=commons.wikimedia.org&utm_campaign=index&utm_content=original


push to reshape foreign hackers’ behavior and 

follows several public acknowledgments of 

U.S. cyber warriors’ involvement in the admin-

istration’s military activities.  

The specific nature of these offensive cyber 

operations is not described in the document. 

The White House has helped shape a... 

Continue reading at: https://

www.nextgov.com/cybersecurity/2026/05/us-

lists-offensive-cyberattacks-counterterrorism-

strategy/413374/?oref=ng-category-lander-

river 

Offensive cyber operations would be a 

part of a suite of counterterrorism respons-

es aimed at groups deemed threats to U.S. 

interests, according to the Trump admin-

istration’s counterterrorism strategy that 

was released Wednesday. 

Counter-terror activities against state ac-

tors “include offensive cyber operations 

against those planning to kill Americans or 

who support those plotting to do so,” the 

strategy reads. 

The framework, more broadly, specifically 

lists narcoterrorists and transnational 

gangs, legacy Islamic terrorist groups and 

“violent left-wing extremists, including 

anarchists and anti-fascists” as the main 

entities threatening the nation. 

Diplomatic, financial, cyber, and covert 

actions would be used to undermine or 

deter harmful state actors from assisting 

foreign terrorist organizations, the strategy 

says. Cyber operations would continue 

against Iran-backed proxy groups, it later 

adds. 

The overt mention of offensive cyberattacks 

underscores the White House’s broader 

Hackers Abuse Google Ads, Claude.ai Chats to Push Mac Malware 

The Tycoon2FA phishing kit now supports 

device-code phishing attacks and abuses 

Trustifi click-tracking URLs to hijack Mi-

crosoft 365 accounts. 

Despite an international law enforcement 

operation disrupting the Tycoon2FA 

phishing platform in March, the malicious 

operation was rebuilt on new infrastruc-

ture and quickly returned to regular ac-

tivity levels. 

Earlier this month, Abnormal Securi-

ty confirmed that Tycoon2FA had re-

bounded to normal operations and even 

added new obfuscation layers to 

strengthen its resilience against new dis-

ruption attempts. 

In late April, Tycoon2FA was observed in 

a campaign that leveraged the OAuth 2.0 

device authorization grant flows to com-

promise Microsoft 365 accounts, indicat-

ing that the operator continues to develop 

the kit. 

Device code phishing is a type of attack 

in which threat actors send a device au-

thorization  request to the service’s pro-

vider and forward the generated code to 

the victim, tricking them into entering it... 

Continue reading at: https://

www.bleepingcomputer.com/news/

security/tycoon2fa-hijacks-microsoft-365-

accounts-via-device-code-phishing/ 

Tycoon2FA Hijacks Microsoft 365 Accounts via Device-code Phishing 
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Attackers are abusing Google Ads and 

legitimate Claude.ai shared chats in an 

active malvertising campaign. 

Users searching for "Claude mac down-

load" may come across sponsored search 

results that list claude.ai as the target web-

site, but lead to instructions that install 

malware on their Mac. 

The campaign was spotted by Berk Albay-

rak, a security engineer at Trendyol 

Group, who shared his findings on 

LinkedIn. 

Albayrak identified a Claude.ai shared 

chat that presents itself as an official 

"Claude Code on Mac" installation guide, 

attributed to "Apple Support." 

The chat walks users through opening Ter-

minal and pasting a command, which si-

lently downloads and runs malware on 

their Mac. 

While attempting to verify Albayrak's find-

ings, BleepingComputer landed on 

a second shared Claude chat carrying out 

the same attack through entirely separate 

infrastructure. 

The two chats follow an identical structure 

and social engineering approach but use 

different domains and payloads. Both chats 

Photo credit: AI-generated image by Gemini Enterprise 

were publicly accessible at the time of writ-

ing: 

The base64 instructions shown in the shared 

Claude chat download an encoded shell script 

from domains such as: 

• In variant seen by Albayrak [VirusTotal]: 

hxxp://customroofingcontractors[.]com/

curl/

b42a0ed9d1ec-

b72e42d6034502c304845d98805481d9... 

Continue reading at: https://

www.bleepingcomputer.com/news/security/

hackers-abuse-google-ads-claudeai-chats-to-

push-mac-malware/ 

US Lists Offensive Cyberattacks in Counterterrorism Strategy 
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approved systems. If so, that could raise 

questions about whether the information was 

transmitted to a third-party provider and 

how it may have been retained or pro-

cessed. 

The Register asked Community Bank for 

more details and will update this story if it 

responds. 

The bank confirmed that it suffered no oper-

ational impact and customers were not... 

Continue reading at: https://

www.theregister.com/security/2026/05/12/

us-bank-reports-itself-after-ai-customer-data

-mishap/5238787 

A US commercial bank just tattled on itself 

to the Securities and Exchange Commis-

sion (SEC) for plugging a bunch of custom-

er data into an unauthorized AI applica-

tion. 

Community Bank, which operates in south-

western Pennsylvania, Ohio, and West 

Virginia, filed an 8-K with the regulator on 

Monday, saying it launched an investiga-

tion into the internal cockup, which re-

mains ongoing.  

It felt compelled to submit the filing "due 

to the volume and sensitive nature of the 

non-public information." 

This included customer names, dates of birth, 

and Social Security numbers, but the filing 

provided no further detail about the incident. 

Community Bank did not specify what this 

"unauthorized AI-based software application" 

was or how it was used.  

However, the disclosure of data such as SSNs, 

which in the US are generally categorized 

among the most sensitive types of data that 

organizations can store on behalf of custom-

ers, is protected under several federal and 

state laws. 

One possibility is that the data was entered 

into a generative AI tool outside the bank's 

House Homeland Panel gets a Rare Look at Advanced AI Tool amid Escalating 
Cyber Concerns 

Google says crooks already have AI 

cooking up zero-days, and claims one 

nearly escaped into the wild before the 

company stopped it. 

In a report shared with The Regis-

ter ahead of publication on Monday, 

Google’s Threat Intelligence Group said 

that it has identified what it believes is 

the first real-world case of cyber-

baddies using AI to discover and 

weaponize a zero-day vulnerability in a 

planned mass-exploitation campaign.  

The bug, a two-factor authentication by-

pass in a popular open source web-

based administration platform, was re-

portedly developed by criminals work-

ing together on a large-scale intrusion 

operation. 

GTIG said that the attackers appear to 

have used an AI model to both identify 

the flaw and help turn it into a usable 

exploit. Google worked with the un-

named vendor to quietly patch the issue 

before the campaign could properly kick 

off, which it believes may have disrupted 

the operation before it gained traction. 

Continue reading at: https://

www.theregister.com/ai-ml/2026/05/11/

google-says-criminals-used-ai-built-zero

-day-in-planned-mass-hack-

spree/5237982 

Google says Criminals used AI-built Zero-day in Planned Mass Hack Spree 
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Members of the House Homeland Security 

Committee were briefed Wednesday on 

Mythos, the Anthropic artificial intelli-

gence model that has drawn vast attention 

across the cybersecurity community for its 

advanced hacking capabilities. 

Anthropic executives provided the panel 

with a live demonstration of Mythos, al-

lowing members to see how advanced AI 

can identify and reason through software 

vulnerabilities, according to a committee 

aide who attended the briefing and re-

quested anonymity to communicate de-

tails of the demo. 

“What we saw reinforced the urgency of 

ensuring that federal agencies, including 

our civilian cyber defenders, can responsi-

bly access and deploy the most advanced 

U.S. models to find and patch vulnerabilities 

before foreign adversaries or criminal ac-

tors exploit them,” said the aide, who noted 

the briefing was one of the first live demon-

strations delivered to Congress. 

President Donald Trump is meeting with 

Chinese President Xi Jinping this week, 

where AI competition is expected to come 

up in the discussion. Last month, the White 

House accused Beijing of attempting to copy 

components of U.S. AI systems to build similar 

models of its own through a process known as 

distillation. 

“As the [People’s Republic of China] aggres-

sively works to close the AI innovation gap with 

the United States, the committee remains... 

Continue reading at: https://

www.govexec.com/technology/2026/05/house-

homeland-briefing-anthropics-

mythos/413554/?oref=ge-topic-lander-top-

story 

Photo Credit: AI-generated image by Gemini Enterprise 
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• "SpaceCheck: <value> used by third-

party/OEM files outside of Microsoft boot 

directories" 

While Microsoft is still working to resolve this 

issue, it advised affected customers to miti-

gate it using the Known Issue Rollback (a 

Windows feature that reverses buggy up-

dates pushed via Windows Update). 

In enterprise-managed environments... 

Continue reading at: https://

www.bleepingcomputer.com/news/

microsoft/microsoft-confirms-kb5089549-

windows-11-security-update-install-issues/ 

Microsoft has confirmed that the May 2026 

Windows 11 security update (KB5089549) 

fails to install on some systems and triggers 

0x800f0922 errors. 

This known issue is caused by insufficient 

free space on the EFI System Partition 

(ESP), which results in the update automati-

cally rolling back on affected devices. 

"This issue affects devices with limited free 

space on the EFI System Partition (ESP), 

especially when the device has 10 MB or 

less space available," Microsoft said. 

"On affected devices, the installation might 

proceed through the initial phases but 

fail during the reboot phase at approxi-

mately 35–36% completion." 

Users impacted by these installation 

problems also see the "Something didn't 

go as planned. Undoing changes." mes-

sage when the installation rolls back, 

and may find log entries pointing to in-

sufficient ESP free space, such as: 

• "SpaceCheck: Insufficient free 

space" 

• "ServicingBootFiles failed. Error = 

0x70" 

Navigating Hostile Waters: Submarine Cable Infrastructure and the Strait of 
Hormuz 

 

 

Foxconn, one of the world’s largest manu-

facturers of electronics sold by major tech 

vendors, is recovering from a cyberattack 

that disrupted some of the company’s fac-

tories in North America. 

Nitrogen, a ransomware group that’s 

known for targeting organizations in the 

manufacturing, construction and technolo-

gy sectors, claimed responsibility for the 

attack on its data leak site and said it stole 

8 terabytes of data spanning more than 11 

million files.  

The threat group posted screenshots of 

some of the allegedly stolen data and 

claimed it compromised “confidential in-

structions, projects and drawings from 

Intel, Apple, Google, Dell, Nvidia and 

many other projects.”  

Foxconn is famously known as the primary 

assembler of Apple iPhones. Apple and 

the other companies allegedly impacted 

by the attack did not respond to a request 

for comment. 

A spokesperson for Foxconn confirmed 

some of its factories in North America suf-

fered a cyberattack, and said its cyberse-

curity team immediately responded to... 

Continue reading at: https://

cyberscoop.com/foxconn-cyberattack-

disrupts-north-america-factories/ 

Major Tech Manufacturer Foxconn Confirms Cyberattack Hit North American 
Factories 
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What’s the risk to submarine cables in the 

Middle East? 

Submarine cable faults are very common, 

with around 200 incidents occurring annu-

ally worldwide, according to data from 

the International Cable Protection Commit-

tee. The vast majority of these faults are 

caused by routine accidents, primarily an-

chors or fishing activities. This constant risk 

of accidental damage is the primary con-

cern for cable operators, and a dedicated 

fleet of repair vessels is on standby to con-

duct repairs. More on cable repairs here. 

With military operations in this region, there 

is the possibility that attacks on vessels can 

indirectly cause cable damage. For instance, 

if a vessel were attacked, it could lose ma-

neuverability, drop its anchor, and acci-

dentally drag it across cables. This happened 

in the Red Sea in 2024 when Houthi rebels 

damaged a vessel, which then dragged its 

anchor for two weeks before sinking, causing 

damage to three cables. 

One additional risk for cables in the Strait of 

Hormuz is related to how tightly they are 

clustered. Cables require permits to be laid 

in a country’s waters. Given the long-standing 

issues with Iran, all cables were laid in Omani 

waters as they passed through the Strait of 

Hormuz. More on challenges with cable rout-

ing here. 

How vital to communications are submarine 

cables in the Strait of Hormuz? 

The degree to which damage to one or more 

of these cables impacts network connectivity 

depends largely on individual network... 

Continue reading at: https://

resources.telegeography.com/submarine-

cable-infrastructure-strait-hormuz 

Microsoft Confirms Windows 11 Security Update Install Issues  

https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-kb5089549-windows-11-security-update-install-issues/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-kb5089549-windows-11-security-update-install-issues/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-kb5089549-windows-11-security-update-install-issues/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-kb5089549-windows-11-security-update-install-issues/
https://cyberscoop.com/foxconn-cyberattack-disrupts-north-america-factories/
https://cyberscoop.com/foxconn-cyberattack-disrupts-north-america-factories/
https://cyberscoop.com/foxconn-cyberattack-disrupts-north-america-factories/
https://commons.wikimedia.org/wiki/File:FoxconnLogo-special.svg
https://resources.telegeography.com/submarine-cable-infrastructure-strait-hormuz
https://resources.telegeography.com/submarine-cable-infrastructure-strait-hormuz
https://resources.telegeography.com/submarine-cable-infrastructure-strait-hormuz
https://unsplash.com/photos/a-large-white-building-with-a-fountain-in-front-of-it-jhswx1S60qk


Additional Resources 

The United States Transportation Com-

mand (USTRANSCOM) is one of the eleven unified com-

mands of the United States Department of Defense. In both 

times of peace and war, USTRANSCOM's role is to provide 

the Department of Defense with air, land, and sea trans-

portation. USTRANSCOM was founded in 1987 and is 

based at Scott Air Force Base in Illinois. 

USTRANSCOM provides support to the ten other U.S. com-

batant commands, the military services, defense agencies 

and other government organizations. 

Our Mission: 

USTRANSCOM conducts globally integrated mobility op-

erations, leads the broader Joint Deployment and Distribu-

tion Enterprise, and provides enabling capabilities in or-

der to project and sustain the Joint Force in support of na-

tional objectives. 

DoD Cyber Crime Center (DC3) - https://www.dc3.mil/osd.dbcsia@mail.mil 

• Report a Cyber Incident:     https://icf.dib.mil/ 

• Report Malware:     https://ems.dc3on.gov/ 

• Customer Portal:     https://customerportal.dc3.mil/ 
 
Cybersecurity & Infrastructure Agency (CISA) - https://www.cisa.gov/ 

• Free Cybersecurity Service and Tools:     https://www.cisa.gov/free-Cybersecurity-services-and-tools  

• Known Exploited Vulnerabilities Catalog:     https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

• Stop Ransomware Resource Site:     https://www.cisa.gov/stopransomware/resources  

• Resources and Services:     https://www.cisa.gov/resources-tools/services  
 
NSA’s Cybersecurity Collaboration Center - https:www.nsa.gov 

• Central Security Service Cybersecurity:     https://www.nsa.gov/About/Cybersecurity-Collaboration-Center/ 
 
Center for Development of Security Excellence (CDSE) - https://www.cdse.edu 

• CDSE: Training:     https://www.cdse.edu/Training/ 

• Security Awareness HUB:     https://securityawareness.usalearning.gov/ 
 
Coast Guard Maritime Industry Resource website - https://www.uscg.mil/MaritimeCyber/ 

• U.S. Coast Guard Cyber Protection Team:     https://www.uscg.mil/Portals/0/CPT%20One%20Pager.pdf  

• U.S. Coast Guard Cyber Command Flagship Product: https://www.uscg.mil/Portals/0/Images/cyber/CGCYBER%202024%20CTIME.pdf?
ver=AgbTrQoh4Fs91HUmdhd_xA%3d%3d&timestamp=1747657640065 

 
Supplier Performance Risk System (SPRS) - https://www.sprs.csd.disa.mil/ 

• SPRS Quick Start:     https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf 

• Web Online Training:     https://www.sprs.csd.disa.mil/webtrain.htm 
 
Homeland Security Information Network (HSIN) - https://hsin.dhs.gov/ 
 
National Council of ISACs - https://www.nationalisacs.org/member-isacs-3 
 
Computer Security Resource Center - https://csrc.nist.gov/ 

 
 
 
 


