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NDTA Freight Resilience &
Contested Logistics Action Group

PURPOSE

} Improve understanding of freight ecosystem vulnerabilities

‘ Examine impacts to trusted capacity & defense readiness

interagency partners

| Develop practical recommendations,

best practices & resilience mechanisms

@ . Identify seams across industry, DoD &

Support whole-of-society transportation resilience
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Contested Freight & Transportation Vulnerabilities
Exploitation Below the Threshold of Conflict

VISIBLE SYMPTOMS

Unvetted Brokerage Visibility &

@ Unauthorized / A Opaque Award & Limited End-to-End
Freight Movement & Practices Accountability

1/—\
5> THREAT
sat  State & Non-State Actors A‘a Stove -Piped Governance
|
& |llicit Brokerage & i @ o =
ah  Fraud Networks Isolated Systems & Authorities Limited Accountability
g Cargo Theft & Limited Cross-Domain @ GFM / ITV Modernization Gaps
Identity Manipulation Information Sharing
e ; ; . Insufficient Enforcement
n
Cyber & Data Exploitation Static Vetting & Oversight & Integration
€€ “Freight execution is no longer a benign administrative function —

it is part of our operational kill chain. contested persistentlv and often invisiblv. 99



THE CRISIS

Systemic Failures in Military Surface Freight

31.1% 251

OOS rate on pure Different carriers for
DOD/military freight one Army shipper

. Subcontracting Opacity

DOD freight passes through 4-5 layers of subcontractors. The driver at the depot
may be unknown to Crowley and USTRANSCOM.

. Chameleon Carriers

Carriers cycle through identities faster than enforcement. 400-500 carriers at
addresses with no physical presence.

. Chinese Infrastructure
Penetration

COSCO at ports, ZPMC cranes at 10 Strategic Seaports, LOGINK tracking military
cargo. No 1260H carrier screening.

49.6% S$725M

Fail rate on full Cargo theft losses
Level | inspections in 2025 alone

@ cpL & Identity Fraud

6,000+ fraudulent CDLs linked to 13 deaths. A wanted terrorist helda Real ID CDL.
Non-domiciled pathways remain open.

. ELD & CAN Bus Exploitation

1,133 self-certified devices with zero cybersecurity testing. Internet-connected to
every truck's core control systems.

. Cyber-Enabled Cargo Theft

FBIPSA April 2026: 60% surge. FMCSA profiles hacked. Two $30M government chip
shipments stolen, never recovered.

Tea Technologies, Inc. | DOW Surface Freight Security Assessment | May 2026



THE IMPACT

What These Failures Mean for National Security and Mission Readiness

Force Projection Risk Adversary Exploitation Institutional Exposure

SDDC 841st Trans. Bn. at Charleston Strategic
Seaport: 100% OOS rate

Oshkosh Defense (JLTV manufacturer) carriers
failing at 43-62% O0S

Red River Army Depot: 47.6% OO0S on the Army's
only organic vehicle repair base

Foreign-domiciled carriers hauling defense fuel with
111% OOS rates

Chinese logistics platform LOGINK provides visibility
into military cargo movements

No systematic 1260H screening of DOW freight
carriers or subcontractors

211,888 crashes across government freight carriers Non-domiciled CDL pathway cleared a wanted

in 24 months, 6,102 fatalities

terrorist with a Real ID

Tea Technologies, Inc. | DOW Surface Freight Security Assessment | May 2026

SCOTUS Montgomery ruling: brokers now liable for
carrier selection (9-0)

Drivers with narcotics in the cab hauling DOD
freight, 4 violations in 18 months at one carrier

Five RRGs at collapse risk backing DOW freight
carriers

Government freight safety deteriorated 11%
between 2024 and 2025



A SOLUTION

Operationalizing Freight Security Through Technology, Policy, and Verification

LoadVerifi: Cryptographic Chain of Custody Immediate Recommendations
Create the Load DOW Approved Carrier Registry
Unique cryptographic ID at booking Minimum TEA score thresholds, no chameleon flags, insurer quality gates

across all subcontracting layers
Screen the Carrier
Section 1260H Cross-Referencing

Automated, continuous screening of every carrier and subcontractor against
the Chinese Military Companies list

Real-time TEA intelligence: crash prediction, chameleon detection, insurance

Verify the Driver
BiometricID, CDL, medical cert, Clearinghouse, English proficiency ELD Cybersecurity Testing

. Replace self-certification with mandatory third-party testing. CAN bus security
Secure the Pickup standards for DOW vehicles

BOL scan, seal number, identity confirmation. 60 seconds. Hashed.

Reduce Subcontracting Depth

Track the Load and the Chain Cap atone layer below Crowley. GBLs name the actual carrier. Advance
disclosure required.

Every event timestamped and cryptographically linked origin to destination
Fund TSA Trucking Security

Prove Everythmg T-START unfunded since FY2009. Security training for all 521,000 active
interstate freight carriers

Litigation-ready audit trail. Mathematically provable. Court-admissible.

LoadVerifi cost: < $50 per shipment | loadverifi.com | theteaintel.com

Tea Technologies, Inc. | DOW Surface Freight Security Assessment | May 2026



U.S. Trucking Industry Fleet Size Distribution

U.S. Trucking Companies by Fleet Size

80

74%

& & 3
L L L

Percentage of Trucking Companies
8

m -
20
10 -
o 2.5%
0 - 0.5%
1 Truck 2-10 Trucks 11-20 Trucks 21-100 Trucks 100+ Trucks

Fleet Size

C [ ROADMASTER
dJO GROUP 25,



Current Trucking Industry Outlook

What’s Good... ‘

Multi-Year High Spot Rates * Volatile and Elevated Diesel Fuel Prices
Pro-growth Government Policies *  Sticky Inflation Keeping Fed On Hold
(0BBB) e Tariffs —Uncertain End-Point, Complicates
Regulator Crackdown on Decision Making

Fraudulent/Unsafe Capacity «  lackluster Job Growth

Improving Manufacturing Environment + Above “Neutral” Interest Rate Environment

Al Datacenter Buildout * Elevated Financing Rates/Equipment Costs

Infrastructure Fiscal Support * Cautious Homebuilder/Consumer

Large Durable Goods Backlog Sentiment

Manageable Goods Inflation * Middle East/Ukraine Military Conflicts
Re-shoring, Near-shoring *  Hormuz Traffic Constraints

Exit of Marginal Carriers * Private Fleets Pushing Excess Capacity Into

Spot Mkt
Consumer Spending Stamina
* large For-Hire Carriers Guiding Toward Flat
Decelerating But Still Positive Real Capex

Wage Growth

C( ROADMASTER
dJO GROUP" 2.



Spot Rates (Excl Fuel) Remain Elevated —Flatbed At All-Time High

EIINLIEe] DAT iQ Market Update: National Linehaul Spot Rate Trends

DRY VAN & FLATBED
MARKET PERFORMANCE

DRY VAN

A~

vs, Previous Year

National averages are currently 25% higher
than the same period last year,

MIDWEST LEADS NATIONAL VOLUME

The 13-state region handles
nearly 50% of the nation's
load volume,

FLATBED

REEFER & PRODUCE
MARKET TRENDS

REEFER

+27%

vs. Previous Year

A seven-week growth streak has brought
rates within $0.05 of the all-time record.

Source: DAT (Excl Fuel)

REEFER AVERAGE VS.
PRODUCE PREMIUM - moo.':
While national reefer rates mﬁwl WB:‘ %
average $2.36, produce- pev e
specific shipments
command $3.84 per mile.
SEASONAL PRODUCE
CAPACITY TIGHTENS

- Deaspite lower volumes, truck
L availability has shifted into a
slight shortage for produce.

10% ANNUAL SURGE IN PRODUCE RATES
Fruit and vegetable shipping
0 $3.84

rates rose from $3.49 o
$3.84 since last April.
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Monthly Avg Spot Rates

Spot Rates —Flatbed Holds At All-Time High

M/M Y/Y

$3.90

— Reefer +4% +36%

Flatbed +12% +35%
—=DryVan +6% +36%

$3.40

$2.90

$2.40

$1.90 -

$1.40
Apr-16

Apr-17

Apr-18  Apr-19 Apr-20 Apr-21  Apr-22  Apr-23  Apr-24

Source: DAT (Inc. Fuel)

Apr-25

Apr-26
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Spot Rates

Total Spot Rates Spot Rates: Dry Van

Weekly, Broker-posted RPM including fuel Weekly, Broker-posted RPM including fuel
.7
2026 ——LlastYear ----- 5 Year Avg Week 17: 2026 -——LastYear ----- 5 Year Avg Week 17:
$3.50 $3.32
$2.50
$2.25 B
$2.00
111 . TP Y YT
$1.75
$1.50
; $1.25
Q2 Q3 Q4 Q2
Source: FTR, Truckstop.com — https:/spot.ftrintel.com/current Source: FTR, Truckstop.com — https:/spot.ftrintel I t
Spot Rates: Flatbed
Weekly, Broker-posted RPM including fuel
$3.75
2026 —LastYear ----- 5 Year Avg Week 17:

$350 $3.46

$3.25

$3.00

$2.75 .

$2.50

$2.25
$2.00

$1.75

$1.50

Q1 Q2 Q3 Q4

Source: FTR, Truckstop.com — https://spot.ftrintel.com/current ﬁ Ro u DM u STER
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Freight Management in the Contested Environment

Working Group: Financial and Market Implications

Cody Honeycutt

AVP, U.S. Bank Government Transportation

[Hbank



Financial Signals in a Contested Logistics Environment

Financial data provides early visibility into disruption before operational systems detect it

* Payment patterns shift before other timing, liquidity, and * Signals appear before traditional logistics or operational visibility
transaction signals * Data spans across shippers, carriers and financial platforms and is
* Invoice behavior and borrowing needs gathered in the
signal stress Third Party Payment System
e Aggregated data reveals cross-system patterns * Enables interpretation of non-obvious patterns tied to disruption

e Adversarial disruption manifests as

anomalies in financial flows

Financial data becomes a strategic intelligence layer
- not just transactional infrastructure.

Implication




Why It Matters: Decision Advantage in a Contested Environment

Early financial signal detection enables faster, more informed decisions across the ecosystem

Decision Advantage

~1.

Identifies disruption earlier than individual government

or operational systems

Enables proactive vs. reactive response

Improves allocation of resources and capacity under stress

Operating Model (who & how)
Requires collaboration across:

USTRANSCOM

ARTRANS

Carriers

Industry partners

Financial institutions: U.S. Bank TPPS

U.S. Bank provides data, aggregation, and interpretation
Insights distributed to authorized stakeholders

Establish shared understanding of the financial
implications in the supply chain

Include financial sector perspective as an integral
dimension

Begin alignment with the group in preparation for
the Fall Meeting

Build an integrated signal sharing model




UNITED STATES ARMY TRANSPORTATION COMMAND

SURFACE WARRIORS...
ARROWS ON TARGET!

Modernization Efforts

Completed:
* 15-6 Investigation
* Defense Transportation Regulation (DTR) Changes
*  Freight Carrier Registration Program Audit Process Revised
* Release of Global Freight Management Changes

In-progress
*  Support to Dod IG Review
*  Updating the Military Freight Traffic Unified Rules Publication-1(align To DTR)

*  Electronic Complaints System
* Review Commercial off the Shelf to Increase Vetting Capes

*  Ongoing Efforts to Educate Stakeholders

Upcoming
* Examine Results of Dod IG Review
* Looking at Organizational Structure Changes

Challenges And Gaps

* Interagency Interdependencies

UNCLASSIFIED 1



WAY AHEAD:
BUILDING TRUSTED FREIGHT RESILIENCE

SFPM 2026 MONTHLY NDTA FALL MEETING ACTION GROUP CHARTER / TAB 2027
May 18-21, 2026 WORKING SESSIONS l October 26-29, 2026 METRICS / RECOMMENDATIONS l EXECUTIVE BRIEF
Newport News, Virginia June—September 2026 Gaylord, Texas November 2026—-March 2027 April 2027
Vs =
> : J ¥ i - o > ’r% N
A |

@ GOAVL: Strengthen trusted transportation capacity, visibility, resilience,

and whole-of-society readiness.

— “Readiness depends not only on what we own, but on what we trust.” —
*

IWC / NDTA | Collaborate. Understand. Strengthen. Build Resilience. Protect the Nation.
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