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Hackers are Already Laying Groundwork to Disrupt the 2026 Midterms, Research

says

Hackers are already preparing for
the 2026 midterms, with a new
report warning that campaigns,
fundraising platforms, public web-
sites and local governments could
face a wave of phishing, creden-
tial theft, artificial intelligence-
generated deception and foreign
influence activity.

The findings, produced by cyber-
security firm Check Point, do not
point to voting machines as the
most likely near-term target, but
instead warn that attackers are
more likely to exploit infrastruc-
ture around elections — like cam-
paign accounts and fundraising
platforms — to steal credentials,
impersonate trusted organiza-
tions, disrupt public information
or fuel doubts about the nation’s
electoral process.

The conclusions come as the
Trump administration has pur-
sued a more aggressive role in
election administration, including
through a March executive or-
der aimed at tightening rules

RTTENTION: NDTA Fall Meeting October 2

USTRANSCOM Transportation Ser-
vice Providers:

The annual Fall Meeting is just
around the corner, and it’s shaping
up to be an exciting event that cul-
tivates and accelerates enthusiasm
and energy across our community.
As we prepare for the 2026 NDTA
conference, we are seeking your
input on topics you would like to
see addressed. Your feedback is
essential in shaping a program that
is relevant and impactful for all
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around mail-in voting and voter
eligibility. The U.S. Postal Service
has also proposed a rule that
would require states to submit
lists of voters receiving mail bal-
lots.

The report also comes

amid scrutiny of the intelligence
community’s posture toward elec-
tion threats un-

der outgoing Director of National
Intelligence Tulsi Gabbard. ODNI
recently named two officials to

participants.

One of this year’s NDTA Academy

Tracks will focus on Government and
Commercial Transportation Logistics.

USTRANSCOM'’s mission is to project,
maneuver, and sustain the joint force
globally, synchronizing air, land, and
sea transportation with our commer-

coordinate the intelligence com-
munity’s election-threat mission
for the 2026 cycle.

The firm does not address the
administration directly. The...

Continue reading at: https://
www.nextgov.com/
cybersecurity/2026/06/hackers-
are-already-laying-groundwork-
disrupt-2026-midterms-research-
says/413874/?oref=ng-topic-
lander-top-story
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tions

We invite you to share your
topic suggestions and ideas
for the 2026 NDTA confer-
ence. Your input will help us
create a dynamic and engag-
ing agenda that addresses the
challenges and opportunities
facing our industry.

cial partners. This collaboration is vital

to achieving global mobility at scale

and maintaining operational Assist

others in understanding our organiza-

Please send your suggestions
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Threat Actors Spoofing FIFA Wehsites in Advance of the 2026 World Cup

The Federal Bureau of Investigation (FBI)
is issuing this Public Service Announce-
ment (PSA) to warn the public that cyber
threat actors are conducting spoofing
attacks against the Fédération Internatio-
nale de Football Association (FIFA) web-
site in advance of the 2026 FIFA World
Cup. A spoofed website is designed to
pose as a legitimate website, with brand-
ing, product listings, etc., and malicious
actors use them to further illegal activity
like personal information theft and facili-
tating monetary scams.

Threat actors often create spoofed web-
sites by slightly altering characteristics of
legitimate website domains, with the
purpose of gathering personally identifi-
able information (PII) entered by a user
into the site, including name, home ad-
dress, phone number, email address,
and banking information. For example,
spoofed website domains may feature

alternate spellings of words or use an
alternative top-level domain to imper-
sonate a legitimate website. Members of
the public could unknowingly visit
spoofed websites while attempting to
access FIFA's website.

How the Scam Works

Threat actors create a deceptive version
of a legitimate website (www.fifa.com)
with the goal of tricking users into be-
lieving they're interacting with an official
brand. The FBI has identified actors en-
gaging in this activity to collect personal
information, sell fake World Cup tickets
and hospitality products, and to possibly
facilitate other malicious activity. If a
threat actor gains access to a victim’s
PII, they can create new accounts in a
victim’s name and ultimately defraud...

Continue reading at: https://
www.ic3.gov/PSA/2026/PSA260527
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Microsoft Investigates Office Apps, Teams File Access Issues

Microsoft says an ongoing incident is pre-
venting users of its Teams collaboration
platform and Office for the web cloud-
based productivity suite from opening
files.

"We're investigating reports that some
users are unable to open files in Office for
the web or Microsoft Teams," the compa-
ny's Microsoft 365 Status tweeted earlier.

According to further information shared in
the admin center under MO 1329446, this

ing Microsoft Excel for the web.

"Users may be unable to open files in Office

for the web. Impacted Office Apps include,
but are not limited to Excel, PowerPoint,"
Microsoft added. "When users open docu-

ments, impacted users are shown the follow-

ing the following error message' Office
Online services aren't available right now.

We're working to restore all services as soon

as possible."

While it hasn't specified which regions are

issue impacts multiple Office Apps, includ- affected or provided a final timeline for full

USTRANSCOM DIB TSPs Community of Interest: Join Today for Access to Non-

Publicly Available Threat

Are you a Defense Industrial Base (DIB)
Transportation Service Provider (TSP)
contracted with USTRANSCOM? Enhance
your situational awareness and strength-
en your partnership with USTRANSCOM
by joining our dedicated Community of
Interest (COI) on the Homeland Security
Information Network (HSIN).

This COI provides a vital platform for DIB
TSPs to connect directly with USTRANS-
COM, access privileged threat and cy-

and Cybersecurity Reports

bersecurity reports, and stay informed on
critical updates tailored specifically to the
transportation sector.

Here's what you can expect as a member:

Non-publicly available Threat and Cyber-
security Intelligence: Access non-public
threat reports, cybersecurity briefings,
and sensitive security information within
HSIN's secure environment.

Targeted Resources and Best Practices:

remediation, the company says it's currently
investigating service telemetry to isolate the
root cause of the issue.

In a subsequent update, the company re-
vealed that "initial analysis indicates a poten-
tial cross-service issue impacting Office for
the web experiences."

Continue reading at: https://
www.bleepingcomputer.com/news/
microsoft/microsoft-investigates-office-apps-
teams-file-access-issues/

Receive curated content and critical re-
sources specifically developed for DIB TSPs
supporting USTRANSCOM's mission.

Direct Engagement Opportunities: Partici-
pate in exclusive briefings, town halls, and
discussions hosted by USTRANSCOM on
emerging threats and security topics.

For more information and to request access,
please email:

transcom.scott.tcj6.mbx.xa@mail.mil
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Israeli Researchers Link Iran Government to LA Metro Cyberattack

A cyberattack that crippled a transit sys-
tem in Los Angeles in March appears to
have been carried out not by a pro-Iran
hacker group, but by a government min-
istry, according to new research.

Gambit, an Israeli security company, said
in an analysis released this week that new
forensic evidence suggests that the Iran
Ministry of Intelligence and Security was
responsible for the attack on the Los An-
geles County Metropolitan Transportation
Authority, known as LA Metro. The attack
forced the transit agency to shut down
access to some of its network after its
security team found unauthorized activity,
although it said bus and rail service was
unaffected.

Gambit’s analysis found that the group
responsible is not a new, standalone
hacktivist group, but is instead the group
Black Shadow, which has links to Iran’s
Ministry of Intelligence and Security. Ini-
tially, a new pro-Iranian hacking group
called Ababil of Minab had claimed re-
sponsibility for the attack and published
claims on Telegram that they said showed
them accessing LA Metro’s internal sys-
tems. Gambit said those claims were
false.

Continue reading at: https://www.route-
fifty.com/cybersecurity/2026/05/israeli-

researchers-link-iran-government-la-
metro-cyberattack/413812/?oref=rf-topic

-lander-top-story

White House Charts New Course for Federal Agencies

The White House has updated rules for
federal agencies to keep logs of significant
cyber activities in their networks, touting it
as a measure to cut back on red tape and
focus on how cybersecurity risks have
evolved.

The Office of Management and Budget
memorandum, released Friday, replaces a
2021 memo signed by then-President Joe
Biden. It continues revisions that President
Donald Trump has made to federal cyber-
security guidance under his predecessor.

The new memo, M-26-14, nods at the inten-
tions of the earlier memo, M-21-31, saying
that “Implementation of that memorandum
improved foundational capabilities across
agencies” to establish standards for logging
and improve agencies’ record-keeping for
the purposes of detecting and responding
to cyberattacks.

“However, some requirements, such as the
retention of vast quantities of logging data

without clear utility, proved neither opera-
tionally feasible nor cost-effective for most
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and Cybersecurity Logging

agencies,” last week’s updated memo states.
“To address these inefficiencies and the
evolving cyber threat environment, this mem-
orandum directs agencies to employ a risk-
based, prioritized logging approach.”

There have been calls for the idea of updating
the 2021 memo, and one observer praised the
new version to CyberScoop.

Continue reading at: https://cyberscoop.com/

white-house-federal-cybersecurity-logging-
rules/

Hackers Abuse Shared CDN Infrastructure to Bypass Domain Reputation Security

Controls

Hackers are actively abusing a flaw in
shared Content Delivery Network (CDN)
infrastructure to hide malicious traffic be-
hind trusted, high-reputation domains,
effectively slipping past the security tools
that organizations rely on every day.

The technique, now tracked under the
name “Underminr,” is not a software bug
but a deliberate abuse of how CDNs are
designed to work.

Modern CDN providers serve thousands
of customers at the same time, routing
traffic for all of them through shared infra-

structure and edge nodes. Attackers have
found a way to exploit this setup by regis-
tering their own domains with a CDN that
also serves well-known, reputable web-
sites.

Once on the same shared network, they can
craft requests that look like they are head-
ing to a trusted destination while the actual
data flows straight to attacker-controlled
servers. Security tools that check domain
names or TLS handshake indicators see
nothing wrong and let the traffic through.

Rescana said in a report shared with Cyber

Security News (CSN) that they identified the
active exploitation of this vulnerability and
published a detailed report warning organiza-
tions about its reach and real-world impact.

The research highlights how this technique
goes far beyond what is traditionally known as
domain fronting, a method that security teams
have monitored for years.

According to ADAMnetworks research cited in
the Rescana report, over 88 million domains...

Continue reading at: https://

cybersecuritynews.com/hackers-abuse-shared
-cdn-infrastructure/
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European Authorities Take Down Prolific Cybercrime VPN Service

European authorities took down

a prominent virtual private network ser-
vice and arrested the alleged administra-
tor behind an operation that cybercrimi-
nals used to steal data, commit fraud and
ransomware attacks, Europol said Thurs-
day.

First VPN, which was promoted on Rus-
sian-speaking cybercrime forums, gained
popularity for providing services that
allowed users to hide their infrastructure
and identities. Officials said the service
was entrenched in the cybercrime world
and appeared in almost every major re-
cent cybercrime investigation aided by
Europol.

“For years, cybercriminals saw this VPN

service as a gateway to anonymity,”
Edvardas Sileris, head of Europol’s Euro-
pean Cybercrime Centre, said in a state-
ment.

“They believed it would keep them be-
yond the reach of law enforcement,”
Sileris added. “This operation proves
them wrong. Taking it offline removes a
critical layer of protection that criminals
depended on to operate, communicate
and evade law enforcement.”

The operation stretched over two days
earlier this week, led by France and...

Continue reading at: https://
cyberscoop.com/europol-take-down-
first-vpn-cybercrime/
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Iranian Hackers Deploy MiniFast and MiniJunk V2 via Phishing and SEO Poisoning

The Iranian state-sponsored threat actor
known as Nimbus Manticore (aka Screen-
ing Serpens and UNC1549) has been at-
tributed to a fresh campaign using lures
impersonating organizations in the avia-
tion and software sectors across the U.S.,
Europe, and the Middle East following the
joint U.S.-Israeli military campaign against
the country in late February 2026.

The activity, besides embracing previous-
ly undocumented techniques and en-
hanced capabilities, is characterized by
the use of a new backdoor codenamed
MiniFast (aka MiniUpdate) that appears to
have been developed with assistance us-

ing artificial intelligence (AI), Check

Point said in an analysis published last week.

Affiliated with Iran's Islamic Revolutionary
Guard Corps (IRGC), Nimbus Manticore is
best known for targeting defense, aviation,

and telecommunication sectors using career-

themed phishing lures. These campaigns
have also been codenamed the Iranian
Dream Job, owing to tactical similarities
with Operation Dream Job, a long-running
threat cluster backed by North Korea

Recent attack chains linked to the threat actor

have witnessed a shift in tradecraft, as evi-

denced by the use of AppDomain hijacking to
deliver MiniJunk in February 2026, followed

by the deployment of the MiniFast backdoor
in March and a reliance on SEO poisoning to
distribute a trojanized version of Oracle's
SQL Developer software in April.

In the first campaign observed before the
onset of the war, employees in software and
aviation sectors in Saudi Arabia and Austral-
ia were targeted with bogus career opportu-
nities, tricking them into downloading a ZIP
archive hosted on OnlyOffice. Launching a
benign executable within the ZIP file lever-
aged a technique known as AppDomain...

Continue reading at: https://
thehackernews.com/2026/05/iranian-

hackers-deploy-minifast-and.html

Chinese Hackers Target Telcos with New Linux, Windows Malware

A Chinese cyber-espionage campaign has
been targeting telecommunications pro-
viders with newly discovered Linux and
Windows malware dubbed Showboat and
JFMBackdoor, respectively.

The operation has been active since at
least mid-2022 and targeted organizations
across the Asia Pacific and parts of the
Middle East. It was attributed to the Calyp-
so threat group, also tracked as Red
Lamassu.

According to researchers at Lumen's Black
Lotus Labs and PwC Threat Intelligence,
the threat actor set up and used multiple

telecom-themed domains to impersonate
their targets.

The Showboat Linux malware

The Linux implant Calypso uses in these
attacks, dubbed Showboat/kworker, is a
modular post-exploitation framework built
to for long-term persistence after initial
compromise. The initial infection vector is
unknown.

According to a report today from Black Lo-
tus Labs, once Showboat is deployed on a
target system, it starts collecting infor-
mation about the host and sends it to a com-
mand-and-control (C2) server.

The malware can also upload or download files,
hide its own process, and establish persistence
via a new service.

“One notable feature is the 'hide' command,
which enables a process to conceal itself on a
host machine by retrieving code stored on ex-
ternal websites such as Pastebin or online fo-
rums for use as a ‘dead drop’, Lumen’s Black
Lotus Labs researchers explain.

Its most notable function is acting as a...

Continue reading at: https://
www.bleepingcomputer.com/news/security/

chinese-hackers-target-telcos-with-new-linux-
windows-malware/
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CISA Announces Revised Town Hall Schedule to Engage with Stakeholders on
Cyber Incident Reporting for Critical Infrastructure

The Cybersecurity and Infrastructure Se-
curity Agency (CISA) today announced a
revised schedule for a series of virtual
town hall meetings to gather stakeholder
input on the Cyber Incident Reporting for
Critical Infrastructure Act of 2022 (CIRCIA)
rulemaking. Scheduled to begin June 15,
these town hall meetings replace the town
hall meetings previously scheduled for
March and April 2026, but which CISA was
not able to hold due to the recent Demo-
crat shutdown of the Department of Home-
land Security (DHS).

CISA remains committed to affording
stakeholders the opportunity to provide
additional input on the CIRCIA rulemaking

through a town hall series before the rule
is finalized. The revised schedule is avail-
able in the Federal Register. Interested
stakeholders may register for the town
hall meetings at www.cisa.gov/circia.
Any changes or updates to the town halls
will be available on www.cisa.gov/circia.

“CISA is working to maximize the impact
of CIRCIA to significantly improve our
Nation’s cybersecurity posture. At the...”

Continue reading at: https://
WWwWWw.cisa.gov/news-events/news/cisa-
announces-revised-town-hall-schedule-
engage-stakeholders-cyber-incident-
reporting-critical

Iran Suspected in Breaching Automatic Tank Gauges

Automatic tank gauges (ATGs) at gas sta-
tions in several U.S. states were reportedly
breached by suspected Iranian hack-

ers, CNN reported on Friday.

The news outlet cited unnamed sources
who were briefed by U.S. officials about the
attacks, which targeted ATG systems that
were exposed to the internet without pass-
word protection. Officials were said to have
made the attribution based in part on Iran’s
past targeting of gas tank systems.

The report follows alerts published last
month by the Energy Marketers of America
(EMA) trade association, which pub-

lished an advisory on April 14, 2026,
warning of suspected Iran-backed at-
tacks on ATGs nationwide. The EMA said
it specifically knew of attacks on systems
in Tennessee, with one convenience
store chain having 15 of its tanks affect-
ed. In some cases, fuel tank and sensor
information were deleted by attackers,
EMA said.

The EMA advisory further stated that the
attacks involved “several successful
attempts” to change the settings on in-
ternet-exposed Veeder-Root TLD-350
and TLS-450 Plus series consoles without

Photo credit: DHS - CISA, Public domain, via Wikimedia Commons

at US Gas Stations

password protection. Veeder-Root is the most
commonly used ATG vendor, according to
EMA.

In a second advisory published around April
30, which was republished by the Texas Food
& Fuel Association, states the Tennessee Fuel
& Convenience Store Association (TFCA) re-
ported the attacks and that the EMA and...

Continue reading at: https://
www.scworld.com/news/iran-suspected-in-

breaching-automatic-tank-gauges-at-us-gas-
stations

ChatGPT Share Links Abused to Host Fake Outage Pages to Deliver Malware

Threat actors are abusing ChatGPT's con-
tent-sharing feature to display fake OpenAl
outage pages that direct users to download
malware disguised as the ChatGPT desktop
application.

The "LLMShare" campaign, discovered

by Push Security, uses Google ads to direct
users searching for ChatGPT to a malicious
shared ChatGPT page hosted on
chatgpt.com, allowing the attack to be de-
livered through a legitimate OpenAl do-
main.

Users who click the advertisement are tak-
en to a legitimate ChatGPT shared page,

but instead of seeing a chat conversation,
they are presented with a rendered outage
notice claiming the web version is unavaila-
ble and that they should download the desk-
top application instead.

"We're experiencing high traffic right now,"
reads the fake outage message.

"Our website is temporarily unavailable due
to a large number of users. Download our
desktop app to continue."

Unlike traditional phishing pages hosted on
attacker-controlled infrastructure, the fake
outage notice is rendered through ChatGPT
itself.

The attackers created a custom HTML page
using ChatGPT's rendering capabilities and
published it through a shared chatgpt.com/
s/ link, allowing the fake outage notice to be
displayed from a legitimate ChatGPT URL.

Push Security noted that the page includes

"Show code" and "Remix with ChatGPT" con-
trols, revealing that the fake outage notice is
actually generated from custom HTML and CSS
rendered by a ChatGPT prompt.

Continue reading at: https://
www.bleepingcomputer.com/news/security/

chatgpt-share-links-abused-to-host-fake-
outage-pages-to-deliver-malware/
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The United States Transportation Com-

mand (USTRANSCOM) is one of the eleven unified com-
mands of the United States Department of Defense. In both
times of peace and war, USTRANSCOM's role is to provide
the Department of Defense with air, land, and sea trans-
portation. USTRANSCOM was founded in 1987 and is

based at Scott Air Force Base in Illinois.

USTRANSCOM provides support to the ten other U.S. com-
batant commands, the military services, defense agencies

and other government organizations.
Our Mission:

USTRANSCOM conducts globally integrated mobility op-
erations, leads the broader Joint Deployment and Distribu-
tion Enterprise, and provides enabling capabilities in or-

der to project and sustain the Joint Force in support of na-

tional objectives.

Additional Resources

DoD Cyber Crime Center (DC3) - https://www.dc3.mil/osd.dbcsia@mail.mil
®  Report a Cyber Incident: https://icf.dib.mil/

®  Report Malware: https://ems.dc3on.gov/

®  Customer Portal: https://customerportal.dc3.mil/

Cybersecurity & Infrastructure Agency (CISA) - https://www.cisa.gov/

® TFree Cybersecurity Service and Tools:  https://www.cisa.gov/free-Cybersecurity-services-and-tools

® Known Exploited Vulnerabilities Catalog: https://www.cisa.gov/known-exploited-vulnerabilities-catalog
®  Stop Ransomware Resource Site:  https://www.cisa.gov/stopransomware/resources

® Resources and Services: https://www.cisa.gov/resources-tools/services

NSA’s Cybersecurity Collaboration Center - https:www.nsa.gov
®  Central Security Service Cybersecurity: https://www.nsa.gov/About/Cybersecurity-Collaboration-Center/

Center for Development of Security Excellence (CDSE) - https://www.cdse.edu
® CDSE: Training: https://www.cdse.edu/Training/
®  Security Awareness HUB: https://securityawareness.usalearning.gov/

Coast Guard Maritime Industry Resource website - https://www.uscg.mil/MaritimeCyber/
® U.S. Coast Guard Cyber Protection Team: https://www.uscg.mil/Portals/0/CPT%200ne%20Pager.pdf

® U.S. Coast Guard Cyber Command Flagship Product: https://www.uscg.mil/Portals/0/Images/cyber/CGCYBER%202024%20CTIME.pdf?
ver=AgbTrQoh4Fs91HUmdhd_xA%3d%3d&timestamp=1747657640063

Supplier Performance Risk System (SPRS) - https://www.sprs.csd.disa.mil/
®  SPRS Quick Start:  https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf
®  Web Online Training: https://www.sprs.csd.disa.mil/webtrain.htm

Homeland Security Information Network (HSIN) - https://hsin.dhs.gov/
National Council of ISACs - https://www.nationalisacs.org/member-isacs-3

Computer Security Resource Center - https://csrc.nist.gov/



