
White House Launches Water Cybersecurity Pilot in Texas 

and Infrastructure Security Agency 

will serve as federal partners for 

the program. Firms including Mi-

crosoft, Reflection AI, Palo Alto Net-

works and industrial cybersecurity 

company Dragos will participate 

alongside ONCD and Texas... 

Continue reading at: https://

www.nextgov.com/

cybersecurity/2026/08/white-house

-launches-water-cybersecurity-pilot

-texas/415725/?oref=ng-category-

lander-top-story 

The Trump administration is for-

mally launching a new water sector 

cybersecurity program Monday in 

San Antonio that will bring together 

the Office of the National Cyber 

Director, Texas Cyber Command, 

the office of Texas Gov. Greg Ab-

bott and private industry partners, 

according to two people familiar 

with the efforts. 

The people spoke on the condition 

of anonymity because they were 

not authorized to discuss the plans. 

The initiative, dubbed Project Wa-

tershed 250, will use Texas as the 

testing ground for a six-month pilot 

aimed at finding vulnerabilities in 

water systems and helping utilities 

address them with private sector 

cybersecurity and artificial intelli-

gence tools. The administration 

ultimately plans to expand the 

model nationwide.  

Fox News first disclosed the pro-

gram’s details Monday after re-

ceiving advance materials from the 

Trump administration and partici-

pating companies. The rollout fol-

lows Politico and Nextgov/

FCW reporting on the plans last 

week. 

“President Trump has cemented 

America’s leadership in AI securi-

ty and innovation and is now 

bringing those exquisite tools to 

local communities and utilities in 

Texas and ultimately, across the 

nation,” National Cyber Director 

Sean Cairncross said in a state-

ment to Fox. 

The EPA and the Cybersecurity 

U.S. Attorney’s Office encourage 

banks and other financial institu-

tions to invest in these updates, 

and we’re happy to answer ques-

tions about how to do so." 

In recent years, criminals have 

used ATMii, ATMitch, GreenDis-

penser, Alice, RIPPER, Skimer... 

Continue reading at: https://

www.bleepingcomputer.com/

news/security/five-venezuelans-

plead-guilty-to-atm-jackpotting-

attacks-in-us/ 

Five Venezuelan nationals pleaded 

guilty to attempting to empty auto-

mated teller machines (ATMs) us-

ing malware in a series of ATM 

jackpotting attacks. 

27-year-old Luis Alberto Velasquez

-Artigas, 29-year-oldRoyder Adri-

an Figuera-Perez, 27-year-old 

Javier Mejia, Jr, 33-year-old Gabri-

el Alexjandro Corales-Garcia, 33, 

and 26-year-old Italo Lizandro Cor-

rales-Carrillo have all pleaded 

guilty to one count of conspiracy to 

commit bank larceny. 

While Velasquez-Artigas has al-

ready been sentenced to nine 

months in prison, the other defend-

ants are awaiting sentencing. 

"Jackpotting bandits are sweeping 

the nation. This particular group’s 

strategy was to specifically target 

ATMs they thought were by design 

more vulnerable to malware," said 

U.S. Attorney Ryan A. Kriegshauser. 

"Fortunately, there is technology to 

help thwart jackpotting. We at the 
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al, HR, infrastructure, health, and map-

ping records. 

• Thousands of names, email addresses, 

phone numbers, and 148 IBANs. 

• Plaintext credentials, database accounts, 

payment-system data, password vaults, 

and credentials belonging to senior... 

Continue reading at: https://

www.bleepingcomputer.com/news/security/

berlin-confirms-data-theft-after-rhysida-

ransomware-attack-claims/ 

Berlin’s city administration has confirmed 

that cybercriminals are attempting to extort 

the city after the Rhysida ransomware gang 

listed it on their data leak site. 

The attack was discovered in mid-August, 

and the threat actor claimed it publicly last 

Friday, on August 28. 

Kai Wergner, the Mayor of Berlin, stated 

that the city will not pay the attacker, and 

the State Criminal Police Office, the public 

prosecutor's office, and federal security 

agencies are now investigating the incident. 

Rhysida ransomware has been active since 

mid-2023, targeting healthcare organiza-

tions, state governments, education insti-

tutes, and critical infrastructure. 

The threat actor claims to have exfiltrated 

5.79 TB of data, comprising approximately 

1.44 million files, from Berlin’s administra-

tive network. 

According to the attacker, they exfiltrated 

the following types of information: 

• Government, legal, financial, contractu-

Cloudflare Launches Adaptive Intelligence to Rewrite Bot Rules on the Fly  

Berlin Confirms Data Theft after Rhysida Ransomware Attack Claims  

The FBI seized three internet domains 

Wednesday that prosecutors say Chinese 

government-backed hackers used to 

target U.S. agencies, critical infrastruc-

ture and other networks. 

The Justice Department attributed the 

tools, known as QScan and QTRouter, to a 

hacking group called QTFY. Court rec-

ords say the group operates through 

Nanjing Xinjiuwei Network Technology 

Company, a private Chinese firm that 

sold hacking services to China’s main 

civilian intelligence agency and its mili-

tary. 

The group targeted networks belonging 

to NASA, the Federal Reserve, the Na-

tional Institutes of Health, the U.S. Senate 

and the Energy, Justice and Health and 

Human Services departments, according 

to an FBI affidavit. Hospitals, telecommu-

nications providers, power companies, 

banks and defense contractors were also 

targeted. 

The filing does not say that every attempt-

ed attack succeeded. A 2019 attempt 

against NASA, for example, failed be-

cause the agency had already fixed the 

security flaw the hackers tried to exploit. 

China’s embassy in Washington, D.C. did 

not immediately respond to a request for 

comment. Chinese officials have repeat-

edly denied Beijing sponsors hacking 

operations against the United States. 

QScan was used to look for weak spots 

while QTRouter helped the hackers hide.  

Continue reading at: https://

www.nextgov.com/

cybersecurity/2026/08/fbi-disables-china

-linked-hacking-tools-used-against-us-

agencies/415646/?oref=ng-category-

lander-river 
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Cloudflare Inc. today launched Adaptive 

Intelligence, a detection engine inside 

Cloudflare Bot Management that writes 

and discards its own blocking rules while 

an attack is underway. 

The engine trains continuously on live 

traffic moving across Cloudflare’s net-

work, which the company said carries 

more than a trillion web visits a day. New 

bot frameworks and bypass techniques 

get folded into the model as they show up. 

The rules it produces are short-lived and 

narrow, each one aimed at a specific 

threat, and they rotate often enough that an 

attacker probing a site is mapping a de-

fense that has already changed. 

Cloudflare’s case for the product starts 

with cost. Renting a network of compro-

mised devices no longer takes much skill 

or money. Attackers can route traffic 

through real home internet addresses, and 

free software covers the rest of the imper-

sonation. 

Failed attempts are close to free at volume. 

Security teams do not have that margin, 

and Cloudflare said conventional tools still 

rely on scheduled updates that can take 

weeks or months to deploy, while attacker 

tooling turns over in hours. 

Chief Technology Officer Dane Knecht said 

“building taller walls fails when the cost of 

scaling an attack is effectively zero.” A fixed 

defense is a problem attackers can... 

Continue reading at: https://

siliconangle.com/2026/08/31/cloudflare-

launches-adaptive-intelligence-to-rewrite-

bot-rules-on-the-fly/ 

Photo Credit: AI-generated image by Gemini Enterprise  
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terial or that the incident has had, or is reason-

ably likely to have, any material impact on the 

company, including its financial condition or 

results of operations." 

In a separate notice to customers, McKesson 

confirmed that the incident involved third-

party applications and the unauthorized access 

and exfiltration of data. 

“We take the security and privacy of our…” 

Continue reading at: https://

www.bleepingcomputer.com/news/security/

mckesson-discloses-breach-after-shinyhunters

-claims-patient-data-theft/ 

Healthcare and pharmaceutical distribu-

tion giant McKesson has disclosed a cy-

bersecurity incident involving unauthor-

ized access to third-party applications 

and data theft, with the ShinyHunters ex-

tortion group claiming it stole 284 million 

patient data records. 

McKesson is a major U.S. healthcare com-

pany and pharmaceutical distributor that 

provides medicines, medical supplies, 

technology, and services to healthcare 

providers and pharmacies. 

CyberInsider first reported the breach 

earlier today, and McKesson later disclosed 

it in a Form 8-K filing with the U.S. Securities 

and Exchange Commission. 

McKesson says it discovered the cybersecu-

rity incident on August 25, 2026, and that its 

investigation remains in the early stages. 

"Information about the incident, including 

any updates, is available on the company's 

website at www.mckesson.com/

cybersecurity," McKesson said in its SEC 

filing. 

"As of the date of this filing, the company 

has not determined that the incident is ma-

China-Linked Fire Ant Hijacks Cisco Routers to Steal Credentials and Blind 
Security Logs 

Port Houston handled 369,899 twenty-foot 

equivalent units in July, a 6% decline 

from the same month last year, as con-

tainer growth at the Gulf Coast gateway 

moderated after stronger activity earlier 

in 2026. 

The port’s July container volume com-

pared with 392,829 TEUs during the same 

month in 2025. 

Despite the monthly decline, container 

activity remained slightly ahead of last 

year’s pace through the first seven 

months of 2026. Port Houston handled 

nearly 2.6 million TEUs from January 

through July, up 1% from 2.56 million 

TEUs during the same period in 2025. 

Port officials said overall container 

growth has moderated following stronger 

activity associated with frontloading earli-

er in the year. 

Loaded imports totaled 181,808 TEUs in 

July, down 3% year over year from 

187,367 TEUs. Loaded exports declined 

6% to 124,814 TEUs from 133,137 TEUs. 

For the year to date, however, loaded 

imports remained a source of growth, 

rising 5% to 1.21 million TEUs. Loaded 

exports totaled 925,781 TEUs through... 

Continue reading at: https://

www.freightwaves.com/news/port-

houston-container-volumes-fall-6-in-july-

as-import-surge-cools 

Port Houston Container Volumes Fall 6% in July as Import Surge Cools   
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A China-nexus cyber espionage actor 

tracked as Fire Ant has expanded a long-

running campaign beyond VMware hy-

pervisors to compromise Cisco IOS XR 

routers, Terminal Access Controller Ac-

cess-Control System (TACACS) servers, 

and Linux management hosts used to 

route, authenticate, and manage high-

value networks. 

Sygnia, the incident response firm that 

investigated the intrusion, said the actor 

turned the compromised routers into 

collection platforms, capturing network 

traffic, harvesting credentials, and sup-

pressing the logging and telemetry that 

defenders rely on to reconstruct an attack. 

The firm assessed that the hacker group 

used its foothold to explore paths to con-

nected high-value environments, including 

critical infrastructure. However, activity 

against those networks was limited to scan-

ning and connection attempts rather than 

confirmed compromise. 

Controlling the routers gave the actor a 

vantage point over traffic moving through 

trusted network paths, Sygnia said. 

Photo credit: Ian Taylor on Unsplash   

"This activity reinforces one of the core observa-

tions from the investigation: when a threat actor 

controls routers, they do not only gain reach. 

They gain perspective," the firm said. 

The firm assessed that the activity strongly over-

laps with public reporting on UNC3886, a China-

nexus espionage group known for targeting 

virtualization platforms and network edge de-

vices, though it said in its report that it does not 

make a conclusive attribution. 

Continue reading at: https://

thehackernews.com/2026/08/china-linked-fire-

ant-hijacks-cisco.html 

McKesson Discloses Breach after ShinyHunters Claims Patient Data Theft  
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equipment used to operate power plants or 

substations. Energy may examine associated 

software, firmware, remote-access capabili-

ties and the mechanisms vendors use to up-

date equipment throughout its lifespan. 

That provision reflects concern that foreign 

suppliers could build hidden access into 

grid equipment or retain the ability to reach 

it remotely after installation. The... 

Continue reading at: https://

www.nextgov.com/cybersecurity/2026/08/

trump-admin-moves-block-risky-foreign-

technology-us-power-grid/415701/?oref=ng

-category-lander-featured-river 

President Donald Trump declared a nation-

al emergency this week over foreign-made 

technology in the U.S. power grid, giving 

the Energy Department broader authority 

to block equipment, software and services 

that officials determine could allow an ad-

versary to disrupt or remotely access the 

electricity system. 

The executive order prohibits the pur-

chase, import or installation of certain for-

eign-produced equipment when the Ener-

gy Department determines that it is con-

nected to a covered foreign entity and pre-

sents an unacceptable national security 

risk. 

The department must determine which coun-

tries, vendors, products and transactions 

present enough risk to warrant restrictions 

within 120 days. 

The order focuses on the bulk-power system 

— the high-voltage generation and transmis-

sion infrastructure that moves electricity over 

long distances — rather than the local lines 

that deliver power to homes and businesses. 

It covers transmission infrastructure operat-

ing at 69 kilovolts or higher but excludes 

local distribution facilities. 

Affected technology could include transform-

ers, generators and other industrial control 

OpenAI, Anthropic and 100-plus Firms Warn AI Attacks are About to Explode 

Microsoft asked customers this week to 

ignore alerts that Defender Antivirus 

has been turned off after installing the 

latest Defender updates. 

Although this issue has been affecting 

users in the Release Preview Channel of 

the Windows Insider program since 

June, it appears Microsoft didn't notice 

it until now. 

The erroneous alerts appear on affected 

systems in the Windows Security app 

and prompt users to "Tap or click to 

turn on Microsoft Defender Antivirus." 

The known issue affects all supported 

Windows client and server versions, 

including the latest Windows 11 26H1 

and Windows Server 2025 releases. 

"After installing the latest updates for 

Microsoft Defender Antivirus, notifica-

tions might appear stating that "Microsoft 

Defender Antivirus is turned off," even 

though the antivirus is functioning cor-

rectly and all settings show it as ac-

tive," Microsoft explained in a Friday 

release health dashboard update. 

“These notifications can appear when 

windows starts and intermittently…” 

Continue reading at: https://

www.bleepingcomputer.com/news/

microsoft/microsoft-asks-users-to-ignore

-antivirus-is-turned-off-errors/ 
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OpenAI Group PBC today published an 

open letter signed by more than 100 tech-

nology companies, banks, insurers and 

security vendors warning that artificial 

intelligence-enabled cyberattacks will 

become far more widespread within 

months and that defenders have a narrow 

period left to get ready. 

“We have a limited window to strengthen 

cyber defenses,” the letter opens. Hospi-

tals, water treatment plants and the infra-

structure that carries internet traffic are 

named as the assets most at risk. 

The roster is unusually broad for a docu-

ment of this kind. Anthropic PBC, Google 

LLC, Microsoft Corp., Amazon Web Services 

Inc., Oracle Corp., Cisco Systems Inc. and 

IBM Corp. all signed, as did CrowdStrike 

Holdings Inc., Palo Alto Networks Inc., 

Cloudflare Inc., Okta Inc. and Fortinet Inc. 

Capital One Financial Corp., Mastercard 

Inc., Visa Inc. and Citigroup Inc. appear on 

the list beside the Center for Internet Secu-

rity. Organizers said more names will be 

added. 

The letter argues that status quo security 

will not hold, pointing at longstanding bugs, 

excessive permissions, misconfigurations 

and weak authentication that attackers ex-

ploit today without any help from AI. Cyber-

capable models, the signatories say, can hand 

specialist skills to teams that cannot afford to 

hire them. Nobody can absorb the problem 

alone, which is where the call for a collective 

response comes in. 

The asks are divided across four groups. Or-

ganizations are told to make cyber defense an 

immediate leadership priority, clear out high-

risk weaknesses and raise their standards for 

AI-generated code. Security and technology 

vendors should test their products against... 

Continue reading at: https://

siliconangle.com/2026/08/27/openai-anthropic

-and-100-plus-firms-warn-ai-attacks-are-about-

to-scale/ 

Photo Credit: BoliviaInteligente on Unsplash  
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vices. 

• Difficulties accessing or performing actions 

within Exchange administration experienc-

es. 

• Intermittent failures affecting mailbox op-

erations and message delivery workflows. 

While the company has yet to reveal which re-

gions are impacted, it has classified this... 

Continue reading at: https://

www.bleepingcomputer.com/news/microsoft/

microsoft-exchange-online-outage-causes-

email-failures-auth-issues/ 

Microsoft is investigating a widespread 

service issue causing authentication issues, 

email delays and failures, and various other 

issues for Exchange Online customers. 

It first acknowledged this incident (tracked 

under EX1464935 in the admin center) at 

5:30 PM UTC, when it began investigating a 

stream of reports from users on social me-

dia. 

According to outage tracking ser-

vice Downdetector, tens of thousands of 

Exchange Online users are affected and 

experiencing issues receiving emails via 

Outlook and accessing the Exchange 

Online platform. 

Microsoft says the list of symptoms in-

cludes: 

• Delays or failures when sending or 

receiving email messages. 

• Delays, failures, or incomplete re-

sults when searching for content 

within Exchange Online mailboxes. 

• Authentication-related errors when 

accessing Exchange Online ser-

Anthropic Warns Infostealer Malware is Hijacking Claude Sessions to Drain Usage  

 

 

 

 

WEST LAWRENCE COUNTY, Ala. (WAFF) 

- West Lawrence Water is working with 

law enforcement and cybersecurity ex-

perts after discovering a cybersecurity 

incident and a physical breach at one of its 

facilities on Thursday.  

Utility officials confirmed the incidents but 

stated that water distribution operations 

have continued without interruption. 

Officials say there’s currently no indica-

tion that water quality or the safety of the 

public water supply has been compro-

mised. 

Upon detecting the issues, the utility acti-

vated its response plan, isolated affected 

systems, and secured the impacted facili-

ty. 

“The safety and reliability of the water 

we deliver to our community remains 

our top priority,” Interim General Man-

ager Elizabeth Spruell said. “We are 

taking this incident extremely seriously, 

working around the clock with cyberse-

curity experts and law enforcement to 

fully understand what happened.” 

Federal, state, and local authorities are 

investigating the scope and origin of the 

breaches. West Lawrence Water said 

any customers or employees whose 

personal information may have been...  

Continue reading at: https://

www.waff.com/2026/08/28/

cybersecurity-incident-physical-breach

-reported-west-lawrence-water/ 
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Anthropic is warning some Claude users 

that infostealer malware on their PCs has 

stolen active Claude login sessions, allow-

ing attackers to access accounts and con-

sume their usage. 

The company is signing affected users out 

of Claude, removing saved payment meth-

ods, and refunding charges it identifies as 

unauthorized. 

"We have recently become aware of a bad 

actor that is using common infostealer mal-

ware to steal Claude login sessions from 

people's computers, then using those login 

sessions to access Claude accounts and 

consume their usage," Anthropic said in an 

email sent to an affected user, who shared it 

on Reddit. 

"If your usage limits looked like they re-

filled and then drained while you weren't 

using Claude, this was likely the cause," 

Anthropic warned. 

It is also worth noting that infostealers can 

copy an already authenticated browser ses-

sion, which means the attacker may not 

need to go through the normal password 

and 2FA login process again. 

Anthropic links attacks to Vidar, LummaC2, 

StealC, RedLine and other infostealers 

In the email, which is also being sent out to 

other compromised account holders, Anthropic 

says its investigation is ongoing, but computers 

were likely already infected with general-

purpose infostealer malware. 

"We have no reason to believe that this mal-

ware is related to Claude, installed through 

Claude, or related to anything you did with... 

Continue reading at: https://

www.bleepingcomputer.com/news/artificial-

intelligence/anthropic-warns-infostealer-

malware-is-hijacking-claude-sessions-to-drain-

usage/ 

Microsoft Exchange Online Outage Causes Email Failures, Auth Issues  
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Additional Resources 

The United States Transportation Com-

mand (USTRANSCOM) is one of the eleven unified com-

mands of the United States Department of Defense. In both 

times of peace and war, USTRANSCOM's role is to provide 

the Department of Defense with air, land, and sea trans-

portation. USTRANSCOM was founded in 1987 and is 

based at Scott Air Force Base in Illinois. 

USTRANSCOM provides support to the ten other U.S. com-

batant commands, the military services, defense agencies 

and other government organizations. 

Our Mission: 

USTRANSCOM conducts globally integrated mobility op-

erations, leads the broader Joint Deployment and Distribu-

tion Enterprise, and provides enabling capabilities in or-

der to project and sustain the Joint Force in support of na-

tional objectives. 

DoD Cyber Crime Center (DC3) - https://www.dc3.mil/osd.dbcsia@mail.mil 

• Report a Cyber Incident:     https://icf.dib.mil/ 

• Report Malware:     https://ems.dc3on.gov/ 

• Customer Portal:     https://customerportal.dc3.mil/ 
 
Cybersecurity & Infrastructure Agency (CISA) - https://www.cisa.gov/ 

• Free Cybersecurity Service and Tools:     https://www.cisa.gov/free-Cybersecurity-services-and-tools  

• Known Exploited Vulnerabilities Catalog:     https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

• Stop Ransomware Resource Site:     https://www.cisa.gov/stopransomware/resources  

• Resources and Services:     https://www.cisa.gov/resources-tools/services  
 
NSA’s Cybersecurity Collaboration Center - https:www.nsa.gov 

• Central Security Service Cybersecurity:     https://www.nsa.gov/About/Cybersecurity-Collaboration-Center/ 
 
Center for Development of Security Excellence (CDSE) - https://www.cdse.edu 

• CDSE: Training:     https://www.cdse.edu/Training/ 

• Security Awareness HUB:     https://securityawareness.usalearning.gov/ 
 
Coast Guard Maritime Industry Resource website - https://www.uscg.mil/MaritimeCyber/ 

• U.S. Coast Guard Cyber Protection Team:     https://www.uscg.mil/Portals/0/CPT%20One%20Pager.pdf  

• U.S. Coast Guard Cyber Command Flagship Product: https://www.uscg.mil/Portals/0/Images/cyber/CGCYBER%202024%20CTIME.pdf?
ver=AgbTrQoh4Fs91HUmdhd_xA%3d%3d&timestamp=1747657640065 

 
Supplier Performance Risk System (SPRS) - https://www.sprs.csd.disa.mil/ 

• SPRS Quick Start:     https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf 

• Web Online Training:     https://www.sprs.csd.disa.mil/webtrain.htm 
 
Homeland Security Information Network (HSIN) - https://hsin.dhs.gov/ 
 
National Council of ISACs - https://www.nationalisacs.org/member-isacs-3 
 
Computer Security Resource Center - https://csrc.nist.gov/ 
 
 
 
 


